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There have been alot of parties at 600 Pennsylvania Avenue of late, as an unprecedented number of long-
term Federal Trade Commission attorneys retire after impressive careers in government service.

If you practicein this area, you have had dealings — some pleasant and some not so pleasant — with many
of these retirees. Louise Jung, a 30-year FTC vet, worked just about everywhere during her tenure:
Attorney-Advisor to Commissioner Terry Calvani and Bureau Director Al Kramer, Assistant Deputy
Director of BCP, and staff attorney with Ad Practices, Marketing Practices, and Enforcement. Renate
Kinscheck served 28 yearswith the Division of Servicelndustry Practices and the Division of Enforcement
and ElaineKolish logged 25 yearsin BCP, nine of them at the helm of the Division of Enforcement. Beverly
Thomas, perhaps the first person at the Bureau to log onto the Internet, retired after 29 years with the
Division of Service Industry Practices and the Division of Advertising Practices. Brinley Williams devoted
44 yearstofederd service, including 24 yearswith the Division of Advertising Practicesand the East Central
Regionin Cleveland. SandraWilmore, one of the agency’ sexpertson credit law, retired after 32-yearswith
the Division of Financial Practices. And Mel Orlans, one of the nation’ s pre-eminent consumer protection
and antitrust litigators, stepped down from his present position in the Office of General Counsel, after
amost 35 years with the Commission. [l regard Mel’s 1998 deposition of Professor J. Howard Beales —
areal Godzillameets Rodan-like affair — to be one of the grest square-offsin consumer protection litigation
history.]

With these retirements goes more than 225 years of knowledge and experience, leaving a void that will
eventualy be filled, but not easily. On behalf of the Antitrust Section and its Consumer Protection
Committee, we are pleased to offer these fine attorneysthefigurative gold watch —Volume 12, No. 2, Spring
Edition of Consumer Protection Update, dedicated to each of you in recognition of your substantial and
superb effort over the years. Thank you all. And good luck. — John E. Villafranco, Committee Chair
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The Genessof Consumer Protection Remedies
Under Section 13(b) of the FTC Act

by David M. FitzGerdld

Introduction

When | arrived at the Federal Trade Commission in 1976, no one imagined
that Section 13(b) of the Federal Trade Commission Act* would becomean
important part of the Commission’sconsumer protection program. Section
13(b) had been on the booksfor three years, but had been used only oncein
acompetition case, and not at al in the consumer protection arena. Moreover,
it did not appear to have great promise asaconsumer protection remedy. It
gave the Commission authority to seek preliminary injunctions in aid of
Commission administrative proceedings, but the Commission had had similar
authority for many years in cases involving false advertising of food,
cosmetics, drugs or medical devices, and had rarely used it. Section 13(b)
alsoincluded abrief proviso authorizing the Commission to seek apermanent
injunction “in proper cases,” but it was generally assumed that in most
cases the Commission would prefer to issueits own cease and desist order
rather than seek a permanent injunction.

By thetimel left the Commission in 1990, however, Section 13(b) —andin
particular the permanent injunction proviso — had become a significant
weapon in the Commission’s fight against consumer fraud. It was well-
established by then that Section 13(b) authorized the Commission to seek
not only preliminary and permanent injunctionsto halt deceptive practices,
but al so asset freezes, appointment of receivers, restitution and other relief
to redressinjury resulting from consumer frauds. Asafederal appealscourt
explained in a2002 decision, “ The court’s authority [under Section 13(b)]
to order restitution to thevictims[of afraudulent scheme] and asanincident
thereto to place the frozen assets in trust for them is not and cannot be
questioned.”?

Today Section 13(b) isamainstay of the Commission’sconsumer protection
program. As of June 30, 2004, the Commission had 86 cases pending in
federal district courts in which the Commission sought permanent
injunctions and consumer redress under Section 13(b), with another 11
cases pending in federal courts of appeals.® In contrast, the Commission
had fewer than a dozen administrative cases pending before its
Administrative Law Judges, most of which involved allegations of
anticompetitive practices rather than consumer deception.*

Below | offer abrief history tracing the development of the Commission’s
Section 13(b) authority during the period 1976 to 1990, from the perspective
of onewho litigated several of the early cases and |ater helped develop the
Bureau of Consumer Protection’s Section 13(b) program.

|. Background

To appreciate the development of Section 13(b) during this period, one
must understand the Commission’s enforcement authority as it stood in
1976. When it was enacted over 90 years ago, Section 5 of the Federal Tade
Commission Act prohibited “unfair methods of competition.”® In 1938,
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theWheeler-Lea Act added the prohibition against “unfair or deceptive acts
or practices’ to Section 5, confirming the Commission’ sconsumer protection
mission.®

The Commission’ sprincipal tool for enforcing Section 5 wasadministrative
proceedings leading to cease and desist orders. Penalties could beimposed
only on those who violated cease and desist orders issued against them.
This“one free bite” approach was deemed appropriate because the broad
language of Section 5(a) was thought to give businesses little notice of the
standards to which they would be held until the Commission applied
Section 5 to specific conduct through a cease and desist order.

Many of the Commission’ sconsumer protection cases, however, concerned
consumer frauds accomplished through misrepresentations and deceptive
omissionsthat clearly violated Section 5. In those types of casesthe cease
and desist order remedy had two serious shortcomings.

First, the administrative process leading to afinal cease and desist order,
including atrial before an Administrative Law Judge (ALJ), Commission
review of the ALJ's decision, and a court of appeals review of the
Commission’ sdecision, was aprotracted process often taking several years
to complete. Inthe meantime, the respondent remained freeto employ the
deceptive practices, causing continuing harm to the public.

Congress began to address this problem in the Wheeler-Lea Act. The Act
added Section 12 to the FTC Act, making it unlawful to disseminate any
“false advertisement . . . for the purpose of inducing or which islikely to
induce, directly or indirectly, the purchase of food, drugs, devices, services,
or cosmetics,”” and gave the Commission authority to institute administrative
cease and desist order proceedings against personswho were disseminating
advertisements that the Commission had reason to believe violated
Section 12. But Wheeler-Lea also added Section 13(a) to the FTC Act,
which authorized the Commission tofilean actionin federal court to obtain
apreliminary injunction to prevent the respondent from disseminating the
challenged advertisements pending resolution of the Commission’s
administrative proceeding. As aresult, for the first time the Commission
could takeimmediate action to protect the public from on-going deception.®
In casesthat did not involvefood, drugs, devices or cosmetics, however, the
Commission till had no authority to seek preliminary relief.

In 1973, Congress addressed the problem comprehensively through Section
13(b). Section 13(b) was originally part of broader proposed legisiation to
augment the Commission’s enforcement authority, but it was dropped
from that bill and inserted in the Trans-Alaska Pipeline Act,? because of
concern that the Commission needed immediate authority to seek preliminary
relief to prevent the consummation of anticompetitive mergers, particularly
among energy companies.’® Asenacted, however, Section 13(b) was by no
means limited to merger cases. It provided:

Whenever the Commission has reason to believe (1) that any
person, partnership or corporation is violating, or is about to
violate, any provision of law enforced by the Federal Trade
Commission, and (2) that the enjoining thereof pending the
issuance of a complaint by the Commission and until such
complaint is dismissed by the Commission or set aside by the
court on review, or until the order of the Commission thereon
has become final, would be in the interest of the public the
Commission by any of its attorneys designated by it for such
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purpose may bring suit in adistrict court of the United Statesto
enjoin any such act or practice. Upon a proper showing that,
weighing the equitiesand cons dering the Commission’ slikelihood
of ultimate success, such action would bein the public interest,
and after notice to the defendant, atemporary restraining order
or a preliminary injunction may be granted without bond:
Provided, however, that if acomplaint is not filed within such
period (not exceeding 20 days) as may be specified by the court
after issuance of the temporary restraining order or preliminary
injunction, theorder or injunction shall be dissolved by the court
and be of no further force and effect; Provided further, That in
proper casesthe Commission may seek, and after proper proof,
the court may issue, a permanent injunction. ...

This language tracked Section 13(a) closely, with two notable exceptions.
First, unlike Section 13(a), it applied to “any provision of law” enforced by
the Commission; second, it authorized “ apermanent injunction” in “ proper
cases.”

The second shortcoming addressed by Section 13(b) was the lack of
meaningful consumer redress. Ordering a respondent to cease and desist
from using deceptive practices might protect the public from future harm,
but it did not remedy the injury to the public caused by the respondent’s
past deceptions or deprive the respondent of the gains it had realized by
employing them. In 1973, the Commission attempted to address this
shortcoming through a creative application of Section 5. The Commission
held that it wasan unfair practice, in violation of Section 5, for arespondent
toretain fundsthat it had received from consumersfor aworthless product
or service sold through deceptive or fraudulent practices. To remedy this
“continuing violation” of Section 5, the Commission ordered that the funds
be returned to the consumers—i.e,, restitution.!*

Onreview in Heater v. FTC, the Ninth Circuit set aside that portion of the
Commission’sorder. Although the court acknowledged the Commission’s
broad authority to craft cease and desist remedies, it found that ordering
restitution was “inconsistent and at variance with the over-all purposeand
design of the[FTC Act]. In particular, it would permit the Commission to
order private relief for harm caused by acts which occurred before the
Commission had declared a statutory violation, and thus before giving
notice that the prior conduct was within the statutory purview.”12

In response, the Commission asked Congress to give it authority to order
restitution. Instead, in 1975 Congress added Section 19 to the FTC Act,
authorizing the Commission to seek consumer redress in federal district
court for either (1) violations of FTC trade regulation rules, or (2) acts or
practices as to which the Commission had issued a final cease and desist
order, if the Commission “satisfies the court that the act or practice to
which the cease and desist order relates is one which a reasonable man
would haveknown under the circumstanceswasdishonest or fraudulent....”
Section 19 expressly authorizes the court to award such relief asrescission
or reformation of contracts, the refund of money or the return of property,
or the payment of damages.*®

Il. Early Development of the Commission’s
Section 13(b) Authority

When | arrived at the Commission in June 1976, the principal remedy
employed by the Commission wasstill the cease and desist order. Although
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Section 13(b) had been enacted three years earlier, the Commission had
made little use of it.

Certainly, the Commission wanted to use Section 13(b) to seek preliminary
injunctionsto prevent the consummation of mergers pending the completion
of Commission administrative proceedings, as Congress had envisioned.
Unfortunately, a practical difficulty had quickly emerged. To use Section
13(b) for such apurpose, the Commission needed enough advance notice of
a planned merger to gather and analyze relevant data, decide whether to
challengethe merger, filethe Section 13(b) case and makea* proper showing”

to the court to justify a preliminary injunction —all before the merger was
consummated. The Hart-Scott-Rodino Antitrust Improvements Act of
1976 addressed this problem by requiring parties planning a merger to
provide advance notice to the Commission and the Justice Department, but
when| arrived that Act had not yet taken effect. Asaresult, the Commission
had brought only one Section 13(b) case, in which, without any reported
opinion, the district court granted a limited “hold-separate”’ preliminary
injunction after the acquiring firm had al ready purchased a35% share of the
acquired firm’'s stock.t®

Shortly after | arrived, the Commission did receive enough advance warning
of a planned merger of two regional supermarket chains to file its first
Section 13(b) action to block amerger. In FTC v. Food Town Sores, Inc.,
after the district court denied the Commission’s request for a temporary
restraining order, the Commission sought and obtained an injunction pending
appea from the Fourth Circuit. Judge Winter, sitting as a single circuit
judgefor purposes of the emergency motion, issued adecision emphatically
supporting the Commission’ sright to obtain preliminary relief. Inparticular,
and citing legidative history, he emphasized the preeminent importance of
the public interest in “weighing the equities,” asthe court isrequired to do
in deciding whether to order relief under Section 13(b).1® After Judge
Winter granted an injunction pending appeal, the parties abandoned their
planned merger, confirming the power of the Commission’s Section 13(b)
authority in the merger context.t’

After thedecisionin Food Town Sores, Hart-Scott-Rodino cameinto effect.
With notice of proposed mergers and afavorable opinion, the Commission
began to use Section 13(b) aggressively, and, in many cases, successfully,
and it quickly became an important part of the Commission’s competition
program. The Commission’s success using Section 13(b) in competition
cases led some Commission staff to consider how it might be used to
advance the Commission’s consumer protection mission, as well.

During the 1970's the Commission’s consumer protection efforts were
focused on trade regulation rulemaking proceedings, rather than case-by-
case adjudication.’® These rulemaking proceedings, which would have
significantly affected many areas of the economy if the proposed rules had
ever become effective (few did), consumed most of the attention of the
Commission’s Bureau of Consumer Protection (BCP) policymakers and
most of the Commission’ s BCP resources, but the Commission still brought
some administrative consumer protection cases during this period. The
question was whether and how the Commission could use Section 13(b)
effectively in those cases.
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On its face, Section 13(b) authorizes the Commission to seek preliminary
injunctionsto stop on-going deceptive practices pending the compl etion of
the Commission’s administrative process. Deceptive practices, however,
typically aretransitory. Often, by thetimethe Commission had completed
itsinvestigation and initiated its administrative proceeding, the respondent
had abandoned the practices that the Commission intended to challenge. It
made little sense to seek a preliminary injunction to halt practicesthat the
respondent was no longer employing.*®

In 1977 the Commission found an opportunity to use Section 13(b) in a
more effective and creative manner when it filed suit against Australian
Land Title, Ltd. (ALT) and its parent companies. The Commission alleged
that ALT had sold interests in land in Australia to American consumers
under long term sal es contracts through deceptive sales practices, including
misrepresentations and omission of critical information.° By thetimethe
Commission completed its investigation and was prepared to file an
administrative complaint, the sales had ended. The Commission was
concerned, however, that the purchasers would continue to pay on their
long term purchase contracts while the administrative proceedings were
pending. In addition, the Commission believed that a Section 19 consumer
redress case might be appropriate after the administrative proceeding
concluded, but was concerned that by that time ALT might have dissipated
the funds it had collected, making redress unfeasible.

In the Section 13(b) case, the Commission asked the district court to issue
a preliminary injunction prohibiting ALT from continuing to collect
payments under the contracts, or, aternatively, requiring ALT to deposit
the payments in an escrow account, to ensure that the funds would be
available for relief under Section 19. Before the court ruled, the parties
reached a settlement under which the paymentswere placed in escrow, and
ALT and its parent companies agreed to a Commission consent order that
required them to forgo future payments under the contracts and to pay
redress to consumers.?

In 1979, the Commission used the same approach in asimilar case. The
Commission issued an administrative complaint against Southwest Sunsites,
Inc. and two related companies, alleging that they had employed a variety
of misrepresentations and deceptive omissionsin the sale of land in Texas
under long-term sales contracts. AsinAustralian Land Title, the Commission
also filed a Section 13(b) casein which it asked the district court to issue a
preliminary injunction requiring, among other things, that the defendants
escrow all funds paid by the purchasers to ensure that the funds would be
available for relief under Section 19. In this case, however, there was no
settlement and the district court held that Section 13(b) did not authorizeit
to “freeze” the respondents’ assets as the Commission requested.

In January 1982, the Fifth Circuit reversed, holding that “a grant of
jurisdiction such as that contained in Section 13(b) carries with it the
authorization for the district court to exercise the full range of equitable
remediestraditionally availabletoit.” More specificaly, thecourt held that
a district court had authority under Section 13(b) to “order temporary,
ancillary relief preventing the dissipation of assets or funds that may
constitute part of the relief eventually ordered in the case.” The court
reasoned that, although consumer redress would require a separate Section
19 case after the conclusion of the administrative proceeding, “[s]imply
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because the compl ete resol ution of amatter will require atwo-step process
doesnot relieve acourt of thetask of determining how to preserve astate of
affairssuch that ameaningful decision can berendered after full consideration
of the merits.” 2

Although Southwest Sunsites adopted afavorable interpretation of Section
13(b), the process envisioned in that case was inefficient and protracted.
To obtain complete final relief, the Commission would need to litigate and
win three separate actions. (1) a Section 13(b) preliminary injunction
proceeding to obtain a preliminary asset freeze; (2) an administrative
proceeding leading to afinal cease and desist order; and (3) adistrict court
action to obtain consumer redress under Section 19. Even before the
Southwest Qunsites decision was issued, the Commission had begun to
explorethe possihility of using the permanent injunction proviso of Section
13(b) as a shortcut.

Although most of the text of Section 13(b) concernsits use as an ancillary
remedy in aid of administrative cease and desist proceedings, Section 13(b)
also provides that “in proper cases the Commission may seek, and after
proper proof, the court may issue, apermanent injunction.” Thelegislative
history suggests that this was intended to “allow the Commission to seek
a permanent injunction when a court is reluctant to grant a temporary
injunction because it cannot be assured of a[n] early hearing on the merits
[inthe administrative proceeding].” Inaddition, it wasintended to give the
Commission “the ahility, in the routine fraud case, to merely seek apermanent
injunction in those situations in which it does not desire to further expand
upon the prohibitions of the Federal Trade Commission Act through the
issuance of a cease and desist order. Commission resources will be better
utilized, and cases can be disposed of more efficiently.”

In 1979, the Commission filed itsfirst Section 13(b) permanent injunction
suit, FTC v. Virginia Homes Manufacturing Corp.,>* alleging that two
mobile home manufacturers had issued written warranties to mobile homes
purchasers that, on their face, misrepresented the purchasers' warranty
rights under the Magnuson Moss Warranty Act?® The Warranty Act

provides that a violation of any of its provisions is also a violation of
Section 5 of the FTC Act,2® so the Commission could have employed its
traditional administrative process, but it was concerned that the purchasers

warranty rights would expire, or they would forgo warranty claims based
on the misrepresentations, before the Commission could issue afina cease
and desist order. And, in light of Heater, it was not clear whether the
Commission would have authority to require the respondentsto notify the
past purchasers of their true warranty rights.

Instead of issuing an administrative complaint, the Commission filed in
court under the permanent injunction proviso of Section 13(b) seeking an
order requiring the defendants to notify their past purchasers of their full
warranty rights. The court granted the Commission’ smotion for summary
judgment. It held that this was a “proper case” for permanent injunctive
relief under Section 13(b), noting that the Warranty Act wasaprovision of
law enforced by the Commission and that the Commission’ sdecisiontofile
the case" wasalegitimate exercise of prosecutorial discretion.” Furthermore,
the court found that it had authority to order notification to past customers
even though such relief was not expressly authorized by Section 13(b),
because “the powers of acourt of equity to issue appropriate ordersare, if
anything, more expansive than the powers of the independent agencies. . .
For these reasons, this Court finds that compulsory notice is implicitly
authorized by § 13(b) so long as such notice would be essential to the
effective discharge of the Court’s responsibilities.”?”
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The Commission’s next step was a bit bolder. In 1979, shortly after filing
Virginia Homes, the Commission filed FTC v. Kazdin, precisely the sort of
“routine fraud” case described in the legidative history of Section 13(b).
The Commission alleged that an individual and two companies he controlled
had marketed a “hair implant” process to more than 2,000 consumers
through avariety of misrepresentations and deceptive omissions regarding
the safety and efficacy of the process. The Commission sought not only a
permanent injunction prohibiting the defendants from employing such
practices in the future, but also “ancillary relief,” including restitution to
theinjured consumers, afreeze of the defendants’ assets pending payment
of restitution, imposition of a constructive trust on certain real estate, and
the appointment of areceiver to sell the property. After the court denied
their motion to dismiss the Complaint, the defendants defaulted and the
court entered judgment awarding the Commission the requested relief.?

In 1980, the Commission continued this approach in FTC v. H.N. Singer,
Inc. The Commission alleged that the defendants had violated the
Commission’s Franchise Rule?® and employed deceptive practices in the
sale of business opportunities. AsinKazdin, the Commission sought both
apermanent injunction and ancillary relief, including restitution for injured
consumers, and the Commission requested apreliminary order freezing the
defendants’ assets to ensure they would be available for redress. The
district court issued the requested preliminary injunction and the defendants
appealed.

The Ninth Circuit affirmed, holding that the district court had authority to
order the preliminary relief under both Section 13(b) and Section 19.3° With
respect to Section 13(b), the court upheld the Commission’s authority to
seek permanent injunctionsin “routinefraud” cases, such asthe oneat bar,
and the district court’ sauthority in such cases“to grant whatever preliminary
injunctions are justified by the usua equitable standards . . . .” Most
significantly, the court held:

Congress, when it gave the district court authority to grant a
permanent injunction against violations of any provisions of law
enforced by the Commission, also gave the district court authority
to grant any ancillary relief necessary to accomplish complete
justice because it did not limit that traditional equitable power
expressly or by necessary and inescapableinference. Inparticular,
Congressthereby gavethedistrict court power to order rescission
of contracts. Hence 813(b) provides abasis for an order freezing
assets.®!

The Snger opinion became the foundation of the Commission’s Section
13(b) program in the consumer protection arena. Many other courts have
followed Singer, holding that Section 13(b) gives the district courts broad
remedial discretion, even though neither Section 13(b) itself nor itslegidative
history mentions any remedy other than injunctions; no court has disagreed.

The legal analysis that the Commission urged and the courts adopted is
straightforward and well-established. It restson the Supreme Court’ s1946
decision in Porter v. Warner Holding Co. There the Court held that in an
enforcement proceeding under the Emergency Price Control Act of 1942,%2
the district court had authority to order restitution of rent collected in
violation of the Act even though the Act expressly authorized only “a
permanent or temporary injunction, restraining order, or other order.” The
Court explained that when Congress grants the district courts equitable
jurisdiction to enjoin unlawful acts and practices,
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[u]nless otherwise provided by statute, al the inherent equitable
powers of the District Court are available for the proper and
complete exercise of that jurisdiction. . . .

Moreover, the comprehensiveness of thisequitablejurisdictionis
not to be denied or limited in the absence of a clear and valid
legislative command. Unless a statute in so many words, or by a
necessary and inescapable inference, restricts the court’s
jurisdiction in equity, the full scope of that jurisdiction is to be
recognized and applied. “The great principles of equity, securing
complete justice, should not be yielded to light inferences, or
doubtful construction.” 33

The Supreme Court and the lower federal courts have applied thisreasoning
in many subsequent cases, upholding thedistrict courts' authority to employ
abroad range of equitable remediesin enforcement proceedings brought by
an array of administrative agencies under statutes that, like Section 13(b),
expressly authorize only injunctiverelief.®* Thelanguage of many of these
statutory injunctive provisions is quite similar to the language of Section
13(b).*

Critics, and defendants in Section 13(b) cases, have argued that Section
13(b) should be distinguished from the statutory provisions at issuein the
Porter lineof cases.® They point out that Congress squarely addressed the
issue of consumer redress in Section 19, authorizing the district courts to
award redress in specified circumstances.®” They argue that, under the
reasoning of Porter, this supportsa“necessary and inescapabl e inference’
that Congressintended to limit the equitable authority of the district courts
under the permanent injunction proviso of Section 13(b) toinjunctiverelief.

Thecourts, however, have uniformly rejected these arguments, citing Section
19(e), a“savingsclause” that provides: “Remedies provided in this section
are in addition to, and not in lieu of, any other remedy or right of action
provided by State or Federal law. Nothing in thissection shall be construed
to affect any authority of the Commission under any other provision of
law.”%® The courts have reasoned that this provision forestalls any
“inescapable” inference that Congress intended to limit the equitable
authority of the courts under Section 13(b).*°® Therefore, they conclude,
Porter applies, and the full range of equitable remedies is available under
Section 13(b).

The Commission’s success under Section 13(b), however, involved more
than just articulating a well-supported legal theory. At the outset, the
Commission presented those argumentsin casesinvolving compelling facts.
The Commission’s argument was appealing because it gave the courts
discretion to award the relief called for by the facts, “securing complete
justice” inthewords of Porter. Itis, therefore, not really surprising that, in
Snger, the same court that inHeater had concluded it would be “inconsistent
and at variance with the over-all purpose and design” of the FTC Act for the
Commission to order restitution found no similar limitation on theimplied
power of the district courts to order the same relief under the permanent
injunction proviso of Section 13(b).
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I1l. Development of the Section 13(b) Program

The early cases established that Section 13(b) had the potential to become
an important element of the Commission’s consumer protection program.
Within the Commission, however, Section 13(b) consumer protection cases
weredtill largely viewed ascuriosities, whilethe consumer protection mission
focused on rulemaking.

That changed inthe early 1980's, after anew administration took control of
the Commission. The new FTC leaders were philosophically opposed to
the sweeping rulemaking efforts that had dominated the Commission’s
consumer protection program in the 1970's. Instead, they wanted the
Commission to pursue its consumer protection mission primarily through
case-by-case adjudication and believed the Commission could serve the
public by taking aggressive action against consumer fraud.

Experience had shown, however, that traditional administrative adjudication
leading to a cease and desist order was not effective in combating fraud,
because the respondent might continue to employ fraudulent practices
while the administrative proceeding was pending, and could retain the gains
earned through those practices even after the Commission issued its cease
and desist order. The Commission might have attempted to overcomethese
weaknesses by seeking preliminary relief under Section 13(b), asit had in
Southwest Qunsites, coupled with a Section 19 consumer redress action
after it issued afinal cease and desist order, but such athree-part process
would have been lengthy and cumbersome. The permanent injunction
proviso of Section 13(b), as interpreted in Singer, offered a much more
effective and efficient weapon against fraud, if the Commission could
persuade other courtsto follow Snger .

The Commission, therefore, embarked on an ambitious program to identify
and pursue fraudulent schemesin federal district court, under the permanent
injunction proviso of Section 13(b). Singer provided the legal framework
to support thiseffort, but for the program to be successful the Commission
needed to realign the BCP staff’ seffortsfrom rulemaking and administrative
adjudication to an entirely different enforcement approach under Section
13(b).

As part of this effort, BCP created a new litigation office to encourage,

evaluate and coordinate cases under Section 13(b). BCP attorneys, whose
responsibilitieshad previously been limited to administrativelitigation and
rulemaking, were required to develop new skills to litigate Section 13(b)

cases successfully in federal court. To accomplish this, BCP's litigation
office devised and conducted in-housetraining programs, aswell as programs
provided by outside organizations such as the National Institute for Trial

Advocacy (NITA), to help BCP attorneys honetheir litigation skills. BCP
also devel oped and implemented consistent litigation strategies and tactics
for Section 13(b) cases.

To pursue consumer frauds effectively, BCP also needed to improve its
ability to quickly identify and investigate fraudulent schemes. Recognizing
this reality, BCP staff established working relationships with other state
and federal law enforcement agencies, as well as non-governmental

organizations, to help target widespread frauds as early as possible. Then
BCP staff employed innovativeinvestigatory techniques, such asposing as
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potential customers and tape-recording misleading sales presentations, to
obtain the evidence needed to support persuasive Section 13(b) cases. In
some cases, BCP staff cooperated with other law enforcement agencieson
joint investigations.

In this way, the Commission successfully developed and presented
compelling cases, winning wide-spread acceptance of the principles first
articulated in Snger. Over the next several yearsit became settled law that
the district courts have authority under Section 13(b) to grant whatever
preliminary or permanent equitable relief they deem necessary to secure
completejustice under the particular circumstances presented.® Preliminary
relief could include temporary restraining orders (with or without notice)
and preliminary injunctions that freeze the defendants’ assets, appoint
receivers to take control of their businesses and require them to make an
accounting. Fina relief may include not only permanent injunctions, but
rescission of contracts, restitution, disgorgement, or the imposition of
constructive trusts and appointment trustees, as needed to redress injury
to consumers.#t  As a result, Section 13(b) has become an important
component of the Commission’s consumer protection program, alowing
the Commission to address fraudulent practices much more effectively
than was ever possible through the administrative process.

IV. FEinal Observations

Looking back may be nostalgic for those of us who were involved, but
others may ask whether the development of the Commission’s Section
13(b) authority offers any lessons for the future. On that topic, | offer a
few closing thoughts:

® Tend to the core mission. Every successful organization focuses on
achieving its core mission before extending outward. Thedevel opment
of Section 13(b) as an effective remedy allowed the Commission to
improve significantly its ability to accomplish its core consumer
protection mission. This benefited not only consumers, but the
Commission itself, by advancing the public’s perception of the
Commission as an important and effective consumer protection
agency, a perception that had been largely lost by the end of the
1970's.

® Be sure you are making full and effective use of existing authority.
Section 13(b) wasadded tothe FTC Act in 1973, but the Commission
did not begin to explore its use in the consumer protection arenafor
severa years, and did not employ it effectively until the 1980's. In
the meantime, the Commission was asking Congress to give it
additional authority, arguing that it lacked the tools it needed to
protect consumers effectively.

® Sep cautiously when proceeding boldly. In exploring its Section
13(b) authority, the Commission moved warily, selecting cases with
compelling facts that established clear violations of well-established
lega standards, and advancing well-supported legal arguments to
support limited and clearly justified equitable relief. Through this
carefully considered, step-by-step approach, the Commission
established its basic Section 13(b) analyses and arguments, and
obtained favorabl e decisions endorsing them, before pursuing amore
ambitious agenda.
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® Don't overlook the value of basic research. Neither the text of
Section 13(b) nor itslegidative history disclosed abasisto argue for
broad equitable relief. Instead of stopping there, however, research
into the case law interpreting statutes conferring similar injunctive
authority on other agenciesled to the Porter line of cases, providing
critical support for abroad interpretation of Section 13(b).

® Being out of the spotlight can be an advantage. Intheearly years, the
effort to employ Section 13(b) in the consumer protection arena
received relatively little attention from those who were not directly
involved, and even the Commission’s litigation successes were not
viewed as particularly significant developments for the consumer
protection program. For those of us who saw the development of
Section 13(b) asimportant, however, that was liberating, rather than
frustrating, because it allowed us to pursue our efforts with little
interference.

® Don't let naysayers discourage pursuit of a promising theory or
approach. Whentheearly caseswere proposed, many peoplewithin
the Commission predicted they would be unsuccessful, because
Section 13(b) authorized only injunctive relief. |f the doubters had
stopped the Commi ssion from filing the cases, the Commission might
never have established the full range of remediesavailableto it under
Section 13(b). Without those remedies, the Commission could not
have becomethe aggressive and successful foe of consumer fraud that
itistoday.

Substantiating Dietary Supplement Claims
— Guidance from the FDA

by Ivan J. Wasserman and Farah K. Ahmed

Since the passage of the Dietary Supplement Health and Education Act
(“DSHEA”) in 1994, dietary supplements have become a multi-billion
dollar industry with major pharmaceutical and cosmetic corporations now
investing in supplement product lines. According to Euromonitor, the
United States's supplement industry reached $6.4 billion in 2004.1 Along
with thisindustry growth hascomeadizzying array of supplementsmaking
claims about “miraculous’ weight loss and preventing and curing diseases,
causing the Federal Trade Commission (“FTC” or “Commission”) and the
Food and Drug Administration (“FDA” or “ Agency”) to focus enforcement
efforts on false, misleading, and unsubstantiated claims for dietary
supplements.

Depending on wherethey appear, claimsfor dietary supplementsare subject
to regulation by the FDA or the FTC. FDA has primary jurisdiction over
clamsmade on adietary supplement’ slabeling (including the actual product
label, package inserts, and other materialsthat “accompany” the product),
and the FTC has primary jurisdiction over claimsmadein advertising. Both
agencies assert jurisdiction over claims that appear on the Internet. The
FTC and the FDA continue to develop their joint initiative entitled
“Consumer Health Information for Better Nutrition,” to more effectively
take action against false and misleading claims. The agencies share
information about supplement marketers and the safety and efficacy of
their products.
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In 1998, to help clarify what constitutes adequate substantiation for claims
that appear in advertising, the FTC published guidance titled: Dietary
Supplements: An Advertising Guide For Industry (“FTC Guide”). Inthe
FTC Guide, the Commission provided guidance on the type of
substantiation, whether it bein the form of clinical trials or otherwise, that
is needed to support various types of claims. While that helps with
advertising, without similar guidance from the FDA, theindustry has been
unclear about what substantiation is required to support claims madein a
supplement’ s labeling.

As discussed in detail below, this changed in November 2004 when the
FDA released its Draft Guidance for Industry: Substantiation for Dietary
Supplement Claims Made Under Section 403(r)(6) of the Federal Food,
Drug and Cosmetic Act (“Guidance”), which is expressly modeled after,
and is intended to be consistent with the FTC Guide. FDA Guidance
addresses the following issues in the context of labeling claims: (i) the
meaning of the claim being made; (i) the relationship of the evidenceto the
claim; (iii) the quality and quantity of the evidence; and (iv) the totality of
the evidence.

By way of background, prior to the passage of DSHEA, dietary supplements
were not defined and FDA regulated them as foods. However, in 1994,
DSHEA amended the Federal Food, Drug and Cosmetic Act to include
several dietary supplement provisions such as permitting the use of claims
known as “ Statements of Nutritional Support.” DSHEA divides these
claimsinto the following four categories:

1. Claimsthat declareabenefit rlated to aclassical nutrient deficiency
disease and disclosesthe prevalence of such adiseasein the United
States (e.g., “vitamin C prevents scurvy, a disease that affects
X% of Americans”’);

2. Claims that describe the role of a nutrient or dietary ingredient
intended to affect the structure or function of humans (“ structure/
function” clams) (eg., “helpspromote urinary tract health,” “helps
maintain cardiovascular function,” “for occasional relief of
constipation,” and “helps support cartilage and joint function™);2

3. Claimsthat characterize the documented mechanism by which a
nutrient or dietary ingredient acts to maintain such structure or
function; or

4. Claims that describe general well-being from consumption of a
nutrient or dietary ingredient?

In order to make any of these statements, DSHEA explicitly requires that
the manufacturer of the dietary supplement have “ substantiation that such
statement is truthful and not misleading.”*

Unlike the FTC, the FDA imposes additional requirements on companies
making these types of claims as ameansto ensure that the public does not
confuse adietary supplement for adrug product. A “drug,” by definition,
isintended to treat or prevent disease® and is subject to pre-market approval
by FDA &fter it hasdemonstrated ahigh level of safety and efficacy, whereas
a supplement does not require this type of evaluation and approval.
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Specifically, DSHEA requiresthat such Statements of Nutritional Support
be accompanied by the following prominently displayed disclaimer: “This
statement has not been evaluated by the Food and Drug Administration.
This product is not intended to diagnose, treat, cure, or prevent any
disease.”® DSHEA also requires manufacturers to notify the Agency of
any structure/function claims no later than 30 days after first marketing a
supplement bearing the claim.” The Agency does not evaluate these claims
for substantiation, but rather looks to ensure that the clam isin fact a
permitted structure/function claim and not a disease claim.® Express or
implied claims to treat, cure, prevent, or mitigate a disease (other then
nutritional deficiency diseases) are not permitted for dietary supplements,
regardless of the amount of substantiation possessed by the manufacturer
(e.g., “helpsprevent cancer,” “reverses heart disease,” “for relief of chronic
constipation,” and “reduces pain and stiffness associated with arthritis”).®

TheFDA Dietary Supplement Claim Substantiation Dr aft Guidance

On November 4, 2004, with therel ease of the Guidance, the Agency provided
clarification on the types of substantiation that could be used to support
Statementsof Nutritional Support.!® ThisGuidance hasadoptedtheFTC's
standard of “competent and reliable scientific evidence’!* and further
recommends using four key factorsfor evaluating claims: (i) the meaning of
the claim being made; (i) the relationship of the evidence to the claim; (iii)
thequality and quantity of the evidence; and (iv) thetotality of the evidence.
Similar tothe FTC' sapproach, FDA did not specify aformulato determine
what information is needed to support aclaim; rather, the evidence required
will depend on the claim.

Meaning of the Claim. In order to determine what evidence is needed to
support a claim, the explicit and implicit message(s) of the claim, taken in
context, should beidentified using the“reasonable consumer” standard.'? A
“reasonable consumer” isthetypica personwhowill seethead, for example,
if the ad is aimed at children, it will be analyzed from the viewpoint of a
child. This will outline the parameters of the message requiring
substantiation. Toillustratethis point, the Guidance provided thefollowing
example:

The labeling states, in connection with the product’s claim, that
the dietary supplement hasbeen“ studied for years” in aparticular
country or region and is the subject of clinical or “university”
research. Here, the labeling conveys the impression that the
product has been studied and also conveys the impression that
there is a substantial body of competently conducted scientific
research supporting theclaim. Werecommend that manufacturers
possess evidence to substantiate both the express statements and
their implied meaning.

Relationship of the Evidenceto the Claim. Of course, in order for aclaim
to be substantiated, there must be a direct relationship between the
supporting evidence and theclaim. FDA suggested considering thefollowing
threshold questions in determining the existence of this relationship:

1. Havethe studies specified and measured the dietary supplement
that is subject of the claim?
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2. Have the studies appropriately specified and measured the
nutritional deficiency, structure/function, or general well-being
that is the subject of the claim?

3. Were the studies based on a population that is similar to that
which will be consuming the dietary supplement product?

4. Doestheclaim accurately convey to consumersthe extent, nature,
or permanence of the effect achieved in the relevant studies and
the level of scientific certainty for that effect?

The Guidance illustrates a number of issues pertaining to the relevance of
evidence being used to support aclaim. For example, studiesexaminingthe
effect of aningredient administered asatopical product may not support a
claim for the same effect in adietary supplement (which must be ingested)
and studies demonstrating effects in foreign populations should take into
account potential confounding differencesfromaUS population (e.g., lower
blood levels of a certain mineral).

Scientific Quality. The scientific quality of a study is important in
determining whether the study adequately supportsaclaim. Indetermining
the scientific quality of astudy, FDA usesthe following five criteriain its
evauation:

1. Study population, with larger sample sizes generally preferred;

2. Study design and conduct, with placebo controls giving added
strength to the outcome;

3. Datacollection methods;
4, Statistical analysis; and
5. Outcome measures.

The Agency recommended that when possible, a “randomized, double-
blind, parallel group, placebo-controlled trial design” conducted on human
subjectsisthe”gold” standard. The Guidance also provided amoredetailed
outline of commonly accepted scientific principlesin evaluating the quality
of scientific evidence.

FDA generaly prefers intervention studies®® over observational studies
because they evaluate the product’s direct effect on the human body. In
addition, the Guidance states that the following would generally be
considered background information, but alone may not be adequate to
substantiate a claim: animal and in vitro studies; anecdotal evidence; meta-
analysis; review articles, and comments and letters. The following was
given as an example of aquality study:

A dietary supplement label claims, “ Randomized, double blind,
placebo-controlled studies demonstrate that herbal extract ‘Z’ is
beneficial in relieving menopausal symptoms.” Thefirmisrelying
on theresults of more than one randomized, double blind, placebo-
controlled intervention study using menopausal women as
subjects, and theresults of those studiesarein general agreement.
The claim would likely be substantiated because it relies on high
quality studies in humans that directly addressed conditions
described in the claim.
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Totality of the Evidence. In determining whether thereisadequate evidence
to substantiate a claim, firms should consider the entire body of evidence,
including “quality, quantity, consistency, relevance of exposure and
persuasiveness.” Studies presenting conflicting or inconsistent results may
weaken the substantiation, however, verifying positive study results can
behelpful. Itisideal if the evidence used to substantiate aclaimis consistent
with the surrounding body of evidence. The Guidance provided thefollowing
as an example to illustrate this point:

A company plansto promoteits product containing ingredient X

to athletes to improve endurance performance. There are some
well-designed published studies demonstrating that other products
containing ingredient X are effective, but other well-designed
studies show no effect for certain products containing ingredient
X. The firm sponsored a randomized, blinded, six-month study
comparing its product to four other products containing ingredient
X in a dose (serving size)-response fashion. The findings
demonstrate that the firm’ s product and two other products that

provided the highest amount of ingredient X per day produced
substantial, statistically significant improvements in athletic
endurance. When the firm compared the results of this study to
prior studies, thefirm concluded that the explanation for previous
conflicting study resultsisthat when the serving size of ingredient
X isbelow acertain amount, thereisno measurable benefit. Taken
together, the positive resultsfrom their study, and theidentification
of aplausible explanation to explain why some studies showed
no positive effects, would likely provide evidenceto substantiate
adequately the endurance performance claim for the dietary

supplement.

Active Enforcement Against Unsubstantiated Dietary Supplement
Claims

FDA enforcement actionstypically take theform of warning lettersand do
not result in monetary penaties. FDA warning letters are released to the
public as a formal means of identifying non-compliant companies. The
Agency generaly issuesonewarning letter beforetaking more seriousaction
(although it is under no obligation to provide one before doing so) such as
product seizure or injunction.

Since 2002, the FTC and FDA have issued over 200 warning letters, cyber
letters, and e-mail advisories to various dietary supplement companies.
The agencies have taken action not only against supplement distributors,
but also against manufacturers, retailers, and advertisers of these products.
For example, in 2003, the FTC and FDA took action against marketers of
cora cacium supplements. The Commission filed a complaint against
Kevin Trudeau and others for violating the FTC Act by claiming, falsely
and without substantiation, that their coral calcium supplements can treat
or cure cancer and other serious diseases. The FTC and FDA then sent
warning letters to a large number of web site operators marketing coral
calcium supplements. The FTC letters stated that the Commission was
not aware of any competent and reliable scientific evidence supporting the
anti-cancer and other disease treatment claims. Similarly, the FDA warned
web operatorsthat making “ disease claims” and unsubstantiated structure/
function claims cause their products to violate the Federal Food, Drug and
Cosmetic Act. Inan FTC pressrelease, then FDA Commissioner Mark B.
McCellan, stated “FDA and FTC are working together to maximize our
efforts to combat health fraud. We are trying to be particularly vigilant
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concerning fraudulent [I]nternet promotion, because thisis emerging asan
increasingly insidious way to exploit the public.”1®

In 2004, both agencies took enforcement actions against Window Rock
Enterprises, Inc. and other partiesinvol ved in making unsubstantiated weight
loss and stress reduction claims for the dietary supplement products
CortiSlim and CortiStress.*® FDA acted first by sending awarning letter to
the company, citing several of its claims for lack of substantiation. The
FTC then filed acomplaint against the company, charging it with violating
the FTC Act by making deceptive efficacy claims for the products. The
complaint sought permanent injunctive relief, including redress for
consumerswho purchased the products. This collaborative action wasthe
latest in the FTC/FDA'’ sjoint enforcement effort.

FDA &l so appearsto have independently increased its enforcement efforts
against unsubstantiated claims. On October 22, 2004, FDA sent eight
warning | ettersto dietary supplement distributorsfor making unsubstantiated
claims on the Internet for their weight loss products.t” The Agency
determined that the claimswere fal se and mideading asthey lacked adequate
substantiation. The FDA also sent letters to major retailers of dietary
supplementsinforming them that products making unsubstantiated claims
are misbranded and that the Agency intended to start a program inspecting
retail establishmentsto identify products making unsubstantiated claimsin
their labeling.*®

L ooking Ahead

Asthe FTC and FDA continue their joint enforcement efforts and with
further clarification in the area of dietary supplement claim substantiation,
it isincreasingly important for supplement marketers to understand both
agencies' regulations. With amore clear and consistent FDA substantiation
standard, those counseling supplement companies should emphasize the
importance of obtaining competent and reliable scientific evidence before
going to market.

Planning for a Privacy Breach in a Global
Company: Underganding the Multi-
Juridictional | ssues Can Makethe Difference
Between a Privacy Inddent and a Privacy Crigs

By Nava Bat-Avraham, Laura Becking, Andre J. Jaglom,
Leigh Feldman, John P. Beardwood and Michael Pecters

U.S. companiesinvolved in processing personally identifiable information
in either domestic or cross border transactions are faced with diverse, and
sometimes conflicting, privacy and data protection laws and regulations.
Even the best-prepared enterprise faces the potential for aprivacy breach
and the resulting adverse legal and business consequences. How, and how
successfully, acompany handles aprivacy breach in large part will depend
on the measures it has taken to implement a culture of privacy awareness
prior to the breach and, particularly, the efforts it has put into creating a
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responseplan. Itisimperativefor every company to develop and implement
aprivacy breach tracking method and response plan.t

A “privacy breach” can be defined as the unauthorized disclosure or access
to: (i) customer data; (ii) employeerecordsand data; or (iii) other personally
identifiable information as to which the company hasalegal or contractua
obligation to keep confidential. Although a company’s primary focus is
typically on the first two types of data, it isimportant to note that most
companies collect and retain a substantial amount of personal datarelating
to individuals who are not customers or employees, including vendors and
suppliers.

Privacy breaches occur asaresult of: (i) unauthorized access of databases/
systems; (ii) unauthorized access to documents; (iii) loss or theft of
documents; (iv) loss or theft of physical equipment (such as laptops and
PDAS); and (v) breaches of data streams and/or transmissions (such as
interceptions of unencrypted email or non-SSL transmissions).?

Aswewill discussbelow, it isimperative that aprivacy breach is reported
promptly to peoplewithin the company who know what to do. Notification
should be directed to the appointed person or team, within the company,
who is responsible for privacy and knows how to respond appropriately
to the breach.

This person or team of privacy professionals must respond in accordance
withthelaws, rulesand regulationsof any jurisdiction that may beapplicable.
The primary focus of the response should be to protect the individuals
whose information has been compromised and limit any further damage.
This should generally go hand in hand with the obvious need to minimize
the damage to the company (e.g. reputational damage, regulatory fines,
litigation, criminal penalties and the like.).

While these principles seem proper (if not obvious) implementing themin
thereal world can present ahost of challenges Inthisarticlewewill explore
a scenario that would result in a privacy breach, the laws that would be
applied, and whether typical processes adequately respond to the privacy
breach. A reasonable response to a particular privacy breach will depend
on the industry, the type of breach, type of data compromised, and
applicable law. There are however general processes and procedures that
companies can implement prior to the occurrence of any breach that will
increase the likelihood of an adequate response and minimize legd risk
exposure. Our hypothetical will illustrate each of these facets.

TheBreach

Jack isasenior salesman working for alarge multinational corporation. His
officeislocated in California, the company’ sheadquarters. While preparing
for abusiness trip to the firm's London office, Jack decides he needs his
customer filesto maintain contact with some of hisclients. In London, Jack
will train a number of new employees, and will need access to personal
information about these trainees. Jack’s files, which include personal
identifiable information, are related exclusively to individuals.

Jack decides to download customer data for his 1,500 clients onto his
personal laptop computer. The only information Jack needsishisclients’
names and phone numbers. Jack, in his diligence, decides to download al
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the dataiin the records, and all of his customer files, rather than to take the
timeto segregatethedata. Asaresult, Jack downloadsthe names, addresses,
phone numbers, social security numbers (SSNs), account numbers, credit
card numbers and other datarelating to his 1,500 individual clients, who are
located in California, Washington, Oregon and Canada. Jack also downloads
the names, office phone numbers, home addresses and home phone numbers
of the twenty new London-based salespeople he will be training in the
firm’s London office.

Jack thinksthat firm policy may prohibit putting thistype of unencrypted
personal information onto his laptop, but feels assured he can secure the
firm’ sdata, which he hastaken without the permission of his supervisor or
the company’s privacy team.

After loading his luggage onto a baggage carrier, he uses his cell phone to
makethe call to the hotel whilelooking for hiscar. When Jack isabout to get
into his car, he notices that his laptop bag is not with his other luggage. A
short time later when Jack arrives at the firm's London office he has to
decide what to do about his stolen laptop and the data it contained.

The Response

A. Reporting The Breach To The Right People

Several months before Jack lost his laptop, senior executives at his firm
decided to establish aprivacy team to address complianceissuesrelating to
existing privacy and data protection laws, rules, and regulations. One of the
team’s initiatives was to establish a central location for employees and
customers to report privacy breachs, regardless of where the breach took
place.

This system would serve two important purposes: (i) the privacy team
would have aglobal view of the types of breaches taking place within the
company to help identify unfavorabletrends and security risks; and (ii) the
privacy team would be ableto help thefirm devel op the proper mechanisms
to respond effectively to specific privacy breaches.

Shortly before Jack lost his laptop, the privacy team developed a simple
one-page web-based Privacy Breach Report Form accessible from the
Privacy link onthefirm’sintranet site. Thereport was developed to collect
basic information about each breach to enable theteam to beginitsresponse.

Based on theinformation collected on the Privacy Breach Report Form, the
response team would include the privacy team, senior executives, client call
center representatives, the fraud group, the data security group, the physical
security group, website administrators, audit and compliance
representatives, HR representatives, union or other employee
representatives, outside counsel and public relations representatives.

Fortunately, Jack had a friend and colleague in the legal department. He
decided shewould bethe best personto call to help with hissituation. The
company attorney told Jack to complete the Privacy Breach Report Form
immediately. Shedirected Jack to the Privacy link onthefirm'’sIntranet to
report the privacy breach. Shethen called the privacy teamto alert it to the
Situation.

Jack completed the report detailing what had happened, and hit the send
button. Within a few minutes the privacy breach report hit the privacy
team’s mailbox and was read by one of the team members who had been
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waiting for itsarrival. Jack received areply by email immediately indicating
that things were in motion. After reading the report, the privacy team
member began making phone callsto mobilize the team for the appropriate
response.

B. Protecting The Individuals Whose |Information Was
Compromised

The first call by the privacy team was to Jack to gather more detailed
information about the breach. Jack reported the breach to the authorities at
the airport, but the laptop had not been found. The team assumes the
laptop has been stolen and will not be recovered. While the laptop is
password protected, none of the data has been encrypted. The team must
assume an unauthorized person has accessed al customer and employee
data that was downloaded to the laptop.

Following theinitial response plan, Jack isasked for alist of all clientsthat
have been affected by this security breach. Jack directs the team to the
central database containing all of the data on his clients and the employees
he downloaded to hislaptop. The customer dataisimmediately sent to the
firm's call centers so that enhanced security can be put on al accounts.

This enhanced security requires anyone calling a company call center to
access one of the affected accounts to answer additional authentication
questions either to gain access to any information about the account, or to
initiate any activity on the account. The call center representative will be
on notice, based onthedataon thecall center system, to ask these additional
authentication questions and will have a heightened awareness for any
suspicious or unusual behavior.

The team has notified all geographic locations about the security breach.
The team has determined it is not necessary to block website access for
affected clients, since no website passwords were compromised. The
onlinegroup, however, will monitor the stolen accountsfor unusual activity.
Thefirm’sfraud group isaso notified, and will increase its surveillance on
these accounts for any suspicious activity.

The team must now address the more difficult questions of whether to
notify the 1,500 clients and twenty empl oyeeswhoseinformation has been
compromised, and if so, how this should be done.

C. Complying With ThelL aw and Other Decisions

Most of the customers whose data was compromised live in California,
Oregon, Washington, and Canada. The employeeswhose information was
compromised al livein London. Thefirst question iswhether the firmis
required by law to notify the customers and employees. Once this is
determined, if notification is either required by law or considered good
business practice, the team must decide how the customers and employees
should be notified.

1. State-Specific Issues

In Oregon and Washington there are currently no state law reguirementsto
notify residents that their information has been compromised.®

In California, alaw adopted in 20024 requires notice when certain personal
information iscompromised. Thelaw appliesto any enterprisethat conducts
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businessin California, regardless of whether the businessislocated within
or outside of California (and even outside the United States) that maintains
certain elements of personal information in computerized form regarding
Cdliforniaresidents.

The notification requirement is triggered if there is an unauthorized
acquisition of computerized data that compromises the security,
confidentiality or integrity of unencrypted first name or initial and last
name, as well as unencrypted: (1) Social Security number; (2) driver's
license number; or (3) financial account number, credit or debit card number
in combination with any required security code that would permit accessto
an individual’ s financial account.

The law requires notification to affected persons upon discovery of a
privacy breach “in the most expedient time possible and without

unreasonable delay.”> The California Office Of Privacy Protection has
published a document® that recommends notification within ten business
days after the breach. Additional time in disclosure is permitted where
necessary for purposes of alaw enforcement investigation and will generally

be deemed reasonable where required to complete further internal analysis
to determine the scope of the breach.

The disclosure notice may be either written or electronic. A substitute
notice may be used if the cost of disclosureisgreater than $250,000, if the
number of affected parties exceeds five hundred thousand, or if adequate
contact information of affected partiesis not available. Substitute notice
must be provided by: (1) email if the company has addresses; (2) web site
posting; and (3) major statewide media notification.

Although the California law does not provide a standard notice form or
guidance on the content, the team has decided that, in order to comply, the
notice will include the following information: (1) date of security breach;
(2) information compromised; (3) whether the term is certain that the
information isin the hands of a specific party; and (4) a point of contact
within the company.

2. Canadian Issues

In Canada, there are at |east three potential causes of action resulting from
theloss. First, theclient information may be subject to aduty of confidence,
whether expressly in contractswith each client, or implicitly under common
law. Second, the five provinces of British Columbia,’ Saskatchewan,®
Manitoba,® Quebec,'® and Newfoundland and Labrador'! have enacted
privacy acts, that enable civil action to be taken for violations of privacy.

Thirdly, a patchwork of additional federal privacy law (the Personal
Information Protection and Electronic Documents Act or PIPEDA)*? and
provincia privacy law (asof date of writing, in Quebec, Albertaand British
Columbia'®) hasdevel oped in Canadathat regul atesthe protection of personal
information. Inaddition, Alberta, Saskatchewan, and Ontario havelegidation
protecting specifically personal health information.**

This Canadian privacy legislation requires that personal information be

protected with appropriate security measures and PIPEDA, for example,
requires that sensitive information —such as the credit card numbers and
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the Socia Security Numbersthat were on the laptop — must be protected
by a higher level of security reflective of the greater sensitivity of this
information.

With respect to any requirement to provide the clients with notice of the
loss, currently, of these three mechanisms, only certain Canadian personal
health information legidation requires that an individual be notified where
their personal health information is subject to theft, lost or accessed by
unauthorized persons. Since there was no personal health information on
the laptop, there is no legal requirement in Canada that the corporation
notify the individual s that their data were stolen.

However, once an affected client becomes aware of theloss, the client may
bring aclaim for breach of confidence, acivil claim for breach of privacy in
Canada under the Privacy Acts, or make a complaint to the applicable
privacy commissioner under the Private Sector Privacy Laws and face the
possihility of significant fines, personal liability for directors and officers,
and public disclosure by the privacy commissioner of the breach.

3. UKssues

In the UK, there are a number of pieces of both domestic and European
legislation that potentially could apply to thisscenario. Inour scenariowe
need to distinguish between those likely to cause problems with the
regulatory authorities (assuming they are notified) and those giving the
aggrieved clients or employees aright of redress against the company in a
civil claim. Additionally, we need to distinguish between i ssues surrounding
the UK employee data versus the United States client data.'®

The most relevant regulatory regime is the Data Protection Act of 1998.1¢
ThisAct would apply if the company inthe UK actsasa*data controller”
in respect of the data that have been lost, or otherwise uses equipment in
the UK for theprocessing of such data. Accordingtothe Act, adatacontroller
is*“aperson who determines the purpose for and the manner in which any
personal dataare, or areto be, processed.” The UK company will generally
be seen as a data controller of the employee's data as it concerns data of
employeesin the London office, and the UK officeis presumed to control
the processing of such data.

With respect to the United States client’ sdata, however, aslong asthe UK
company does not have any authority with respect to the purpose for
which and themanner in which these dataare being processed, the company
should be able to take the position that the UK company is not a data
controller under the UK Act and the UK Act should, in principle, not
apply. Following the sameline of reasoning, whileit istruethat Jack would
have been able to access this information through the company’s secure
computer system in London, it should be reasonable to take the position
that the UK company will be deemed merely adata processor for purposes
of the UK Act and not a data controller.

Although there are obligations under the Data Protection Act to notify the
UK employees of certain information relating to the processing, this
obligation only relates to when the data are first processed. There is no
express obligation for a data processor to notify the data subjects of a
breach in security or subsequent disclosure of their datato third parties. All
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processing of data must, however, adhere to the general data protection
principles as outlined in the Act.

One of these principles provides that companies should always take
measuresto maintain an adequatelevel of security to protect against, amongst
others, unlawful processing, loss or destruction of personal data. These
measures must ensure alevel of security appropriateto the harm that might
result from a breach of security and the nature of the data to be protected.

The technical and organizational measures appropriate to secure data will
depend on the circumstances of each case. It could be argued that to
comply adequately with this principle, the company should implement a
notification procedure to ensure that, to the extent possible, any unlawful
actsare avoided or limited in the event of aprivacy breach. Additionaly, if
it is found that the company did not have adequate security controls and
that its employees were not trained properly, which resulted in Jack’s
inappropriate use of data, the privacy breach may qualify asabreach of the
Act. This could prove to be the basis for claims against the company and
Jack by the UK employees — and possibly sanctions from the DPA
authorities.

Finally, the employees could potentially bring asuccessful claiminthe UK
courts against the UK company for the breach of a contractual duty of
confidence, whether this is express or implied. There is little directly
analogous case law, but a professional client or employee-employer
relationship in the UK involving confidential data will be likely to imply
not only aduty of care over the data, but possibly aduty to inform the data
subject in the event of loss.

D. TheRight Thing To Do

If thereareno legal requirementsfor notification, thefirm must then examine
whether any contractual obligations exist to notify the affected customers
and employeesthat their datawere compromised. Neither thefirm’sprivacy
statement or online privacy statement contain any mention of notification.
Customer application forms and all other relevant agreements and
documentation are also silent on the question of notification.

Good business practice may require notification to clients in Oregon,
Washington and Canada, despite the fact that notification isnot required by
statute or contractual obligation. In London, the firm should contact the
U.K. Data Protection Information Commissioner regarding the security
breach.

Another factor considered by the team was its concern about the firm’s
exposureto futurelitigation. Although thefirm’sprivacy policy wassilent
on the issue of notice, there is a possibility that the Federal Trade
Commission could consider lack of natification an “unfair and deceptive
trade practice” violation, despite the absence of legislative authority.

By notifying all clients, the company’ sactions (i) reduce the possibility of
acomplaint being made by an affected client to the applicable dataprotection
regulatory authority in each jurisdiction, and (ii) place the firm in a better
positioninacasewherearegulatory authority made adecisionto investigate
the privacy breach.

The company concluded that its response should be considered fast,
reasonablein light of the circumstances, and fair to al of itscustomers. The
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firm drafted one notice that satisfied Californialaw and that was sensitive
to the needs of all affected customers. The notice was sent within the
statutory timeframe. Since the London employees are not residents of
Californiaand there were only twenty of them, they were advised verbally
by the company’s Human Resources function. The privacy team, the
business unit, and the legal department also prepared a standard internal
script and FAQ to the extent Jack or the firm received any calls on the
matter.

An important element of the notice was that each client was asked to
addresstheir questions or concernsto aspecific contact person at the firm;
that person was prepared to respond appropriately to different levels of
concerns, and to escalate serious concerns to a higher level of responsein
the company.

The firm anticipated that the media might pick up on the story. It was
hoped that the team’ srapid response, and the company’ s determination to
notify all customers of the security breach, would play arole in how the
breach was portrayed to the public. The team debated whether to contact
the media first in order to try to manage media coverage, but in the end
decided against this strategy.

Conclusion

All companies are vulnerableto aprivacy breach. The companiesthat fare
best will bethosethat have high-level support in the protection of personal

information and dedicated resources that focus on thinking about these
issues. Those companies that can respond rapidly, limit damage to the
individuals whose data have been compromised, comply with al laws and
go beyond what the law requiresin ensuring that clients and employeesare
treated fairly when breaches occur should be ableto navigate these types of

breaches the best.

When a privacy breach occurs, a good privacy program can make the
difference between acompany being perceived asthe wrongdoer as opposed
to the victim that did all that it reasonably could to protect against the
breach occurring and to minimize the damagesthat follow fromit. The cost
of litigation, lost customers and lost business opportunities outweigh
compliance costs.

Therisk that a privacy breach will occur certainly can be reduced, but the
possibility of a breach is unlikely ever to be fully eliminated. As these
breaches occur, companies who have agood privacy infrastructure will be
lesslikely to facelegal consequences and damageto their reputations, while
companies that do not devote the necessary resources and planning to
privacy will not only suffer these losses, but client defection.

At the end of the day good corporate privacy processes and procedures
will help ensure that a privacy breach is only a privacy incident and not a
privacy crisis.
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Going Global: International Developments
in Gover nment-Facilitated Redress

by Stacy Feuer

In the United States, the Federal Trade Commission’s ability to obtain
monetary redressfor consumersin federal district court actionsunder Section
13(b) of the FTC Act has been a centerpiece of the FTC's consumer
protection agenda for the past few decades.! Developed largely through
federal court jurisprudence, the FTC'’ s authority to obtain monetary relief
to redressinjury from “unfair and deceptive practices’ isnow firmly fixed
inUnited Statescaselaw.? The FTC routinely usesthisauthority to obtain
redress on behalf of consumers in consumer protection cases, including
cases involving false and misleading health claims®, bogus business
opportunities,* pyramid schemes,® foreign | otteries® and advance feeloans.”
With the help of third party contractors, the FTC has distributed millions
of dollarsin redressfundsto wronged consumers. For example, from April
2004 through February 2005, the FTC filed 83 actions in U.S. federal
district courts and obtained 75 judgments ordering the return of more than
$474 million in redress to consumers.®

Governmental redress authority is a critical component of an effective
redress system for consumers. Although injunctive relief protects the
publicfrom future harm, it does not remedy theinjury to consumers caused
by a defendant’s past actions or deprive a defendant of monetary gains
fromillegal conduct. By depriving wrongdoers of their wrongful gainsand
distributing them to wronged consumers, monetary consumer redress serves
acompensatory function aswell asadeterrent one. It isanimportant tool
to alleviate consumer injury and restore consumer confidence.

These policy considerations are particularly true in the context of cross-
border commerce. Although there are other mechanismsthat can beused to
provide redress to consumers domestically and across borders (e.g.,
aternative dispute resolution/online dispute resolution, payment card
chargeback mechanisms, small claims courts and private collective/class
actions), such mechanisms are not feasible for cases of fraudulent or
deceptive practices affecting large numbers of consumers such as
sweepstakesand | ottery scams, pyramid schemesand | nternet-based frauds.
In these types of cases, government agencies may have a unique ability to
bring complex lawsuits against fraud operators who have harmed large
numbers of consumers.

For example, government agencies may have investigative and enforcement
powers, relationships with foreign counterparts and the ability to track
and freeze assets that is not available to private litigants. Government
agencies also may have the resources and incentives to bring cases that
would not necessarily be brought by private actors. In the United States,
private consumer class actions are an established method for recovering
damagesfor defective products, fal seand mid eading advertising and violations
of federal credit, securities and antitrust laws. But ailmost none challenge
fraudulent practices such as advance fee loan scams, pyramid schemes and
lottery/sweepstakes scams. And government agenciesmay be ableto bring
casesfor violations of unfair and deceptive commercial practices laws that
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might be barred in the private class action context by legal devices such as
mandatory arbitration clauses.®

Despite the benefits of government-obtained consumer redress, currently
only asmall number of countries— primarily the United Statesand Austraia
— can usedirect governmental civil actionsto obtain redressfor consumers.®
In some other countries, government consumer protection agencies may act
asthe representative party in lawsuits seeking damages and other remedies.
Andinvery few countries— again, the United States and Australia— can
government agencies distribute redress funds to foreign consumers*? (At
last count, the FTC has provided funds to consumers in more than 100
countries.)

In the past few years, however, there has been an explosion of interest in
government- facilitated consumer redress, duein large part to anincreasein
fraudulent schemes that exploit advances in telecommunications and the
Internet to target consumers worldwide. Numerous governments have
recognized that the ability of governmentsto obtain redress for victims of
cross-border fraud is especially important to increase consumer trust in the
global marketplace.

In 2003 the Organization for Economic Cooperation and Development
(OECD), amultilateral organization of the world’s thirty most developed
economies, issued Guidelines for Protecting Consumers from Fraudulent
and Deceptive Commercial Practices across Bordersthat encourage member
statestoincludewithin their domestic frameworks* [€] ffective mechanisms
that provide redress for consumer victims of fraudulent and deceptive
commercia practices . "1 The Guidelines also recommend that
member countries “study the role of consumer redress in addressing the
problem of fraudulent and deceptive commercial practices, devoting specia
attention to the development of cross-border redress systems.”'* The
2003 Guidelinesbuild on earlier work, including the OECD’ sGuidelinesfor
Consumer Protection in the Context of Electronic Commerce'® and the
Findingson Cross-Border Remedies issued by the International Consumer
Protection and Enforcement Network in 2000.16

Spurred in part by the 2003 OECD Guidelines, several OECD member
countries are considering direct government-facilitated consumer redress.
Both Canadaand the United Kingdom are seeking to expand their consumer
protection agencies’ existing law enforcement powersto include redress as
aremedy for violations of consumer protection laws.

In November 2004 the Canadian government introduced | egidl ation amending
Canada’'s Competition Act to provide the federal Commissioner of
Competition with the power to obtain court-ordered restitution for certain
types of deceptive advertising practices!” The Commissioner of
Competition testified that the legislation addressed the OECD’s
recommendation to “ensure effective redress for victimized consumers’
and “will bring our regime into line with those of other countries, such as
the United States and Australia, who have a restitution remedy.”®
Specifically, thebill empowersthe Competition Tribunal or acourt to order
offenders who engage in deceptive marketing to provide restitution to
consumers in an amount that does not exceed the amount paid for the
products.’® The legidation also alows the Tribunal or court to issue a
temporary freezing order, similar to the Marevainjunction used in common
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law countries, to preserve defendants’ assets for redress.?® Another
provision permits the Competition Tribunal or a court to allocate
undistributed or unclaimed money from the restitution fund to anon-profit
organization for the benefit of personsin similar situations?* Thehill has
had afirst reading in the Canadian House of Commons, and is currently
before the Committee on Industry, Natural Resources, Science and
Technology. It isexpected to be considered further this year.

Similarly, the Department of Trade and Industry in the United Kingdom,

which generates U.K.-wide consumer policy, has made a proposal to give
certain government agencies the authority to obtain court redress orders
and return the proceeds directly to consumers. In June 2004, it issued a
consultation paper on consumer protection strategy for the next decade.?

The consultation paper includesanumber of proposalson consumer redress
mechanisms, including “public redress.” The consultation paper recognizes

that there is no redress mechanism in the United Kingdom, and further

recognizestheneed to“ consider new mechanismsto enablethe sequestration

of assets in cross-border cases and to alow government agencies to seek

redress on behalf of consumers who are victims of cross-border fraud.”2®

Citing the positive United Statesand Australian experience with “enhanced

redress and sequestration powers,” the consultation paper includes a
proposal for redress authority for government agencies:

We proposethat certain agencies should be given new powersto
work with the courts and with traders found guilty of offences
or liable in a civil action, to recover and redistribute, to the
consumersaffected, the proceeds of thetraders’ wrongful trading.
Thisprovisionwould also provide amechanism by which monies
recovered in a successful action in another country could be
returned to consumersin the UK.

The Department of Trade & Industry will continueto work onthisinitiative
in the next year.

Other OECD countries have already begun to innovate with new legidation,
particularly through collective or class action procedures available to both
government and private litigants. In Sweden, for example, the Group
Proceedings Law came into effect in January 2003. The law permits
collective actions by private physical or legal persons, organizations (mainly
labour unions or consumer associations), and specially designated public
authoritiesfor certain types of consumer and environmental claims. Sofar,
the Swedish Consumer Ombudsman and the Swedish Environmental
Protection Agency aretheonly two specially designated public authorities.®
Last December the Swedish Consumer Ombudsman filed a case against an
electricity company under the new law. The Swedish courtisintheprocess
of determining whether this case is appropriate for a group action.

There also has been movement on public redress outside the OECD. The
Committeeon Juridical and Political Affairsof the Organization of American
Statesisconsidering including monetary consumer redress asatopicfor its
Seventh Inter-American Specialized Conference on Private International
Law.?6 Chile recently passed an amendment to its consumer law to allow
SERNAC (its national consumer protection agency), authorized consumer
associations and groups of at least 50 consumersto file collective lawsuits
for monetary redress.?” Many of the rules came into effect in January
2005. SERNAC currently is reviewing severa cases to decide whether
they are appropriate public collective actions under the new legidation.
Under thelegidation in Chile, however, consumerswill still haveto present
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individual claims establishing their entitlement to damages once SERNAC
(or another plaintiff) establishes the defendant’s liability and the judge
orders redress.®

The increased focus on developing new redress mechanismsfor violations
of consumer laws has a paralé in the competition area. The European
Commission currently is considering whether to increase private
enforcement of the antitrust laws in member states to provide additional
avenuesfor enforcement of competition law and the possibility of restitution
for consumers.2® To date, the level of private enforcement of national and
European Competition law has been extremely limited. Neelie Kroes, the
European Commissioner for Competition, recently underscored the
connection between thisinitiative and the issue of consumer redress:

There have been only avery limited number of successful damages
awards for breaches of EU competition law in the last forty
years. This means that the comprehensive enforcement of the
competition rulesisnot yet complete— not enough useis made
of the courts. Moreimportantly, thevictimsof anti-competitive
activity are not being compensated for their losses.*°

By the end of this year, the European Commission will present a Green
Paper setting out options for improving the current system of private
enforcement in order to obtain feedback from stakeholders. The paper will
likely address issues of redress and restitution for consumers.

Asglobalization proceeds, many governmentsarelikely to consider obtaining
authority to provide redress to consumers through direct governmental
legal action. Government-facilitated redress will become more commonin
cases of large-scal e fraudulent and deceptive practices, wheregovernment’s
investigative and enforcement powerswill proveto bevaluablein obtaining
and distributing redress to consumers. Nonetheless, there are many
challenges in ensuring that court ordered monetary remedies ultimately
result in compensation to consumers, particularly in cross-border cases.
The OECD has identified some of the most pressing issues:

There may also be legal obstacles to obtaining provisional
measures, such as asset freezes, in foreign courts or against
overseasassets. Finally, where adomestic judgment isobtained

awarding monetary compensation to consumer victims, it
may not be possible to obtain enforcement of that
judgment in the country where the defendant or hisor her
assets are located.®

Through the OECD and other forums, theseissues are beginning to
beaddressed. Inthe United States, the FTCissupporting legislation
that contains provisions designed to enhance information-sharing
and investigative assistance about foreign parties and assets. The
bill, introduced in 2003 as the International Consumer Protection
Act, passed the Senatelast year, and is expected to bereintroduced
in both houses of Congress later thisyear.®? In the meantime, it is
clear that several countries are taking the first step in obtaining
redress authority to benefit consumersand deter wrongdoing inthe
global marketplace.
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Easing The Burden: Recovery of Damage
Control Costs After Balance Dynamics
Corporation v. Schmitt Industries

by D. Jeffrey Ireland and Brian D. Wright

Businesses routinely confront aggressive competitors in their

marketplace. Many times aggressive and overzealous competitors resort

to the use of fal se and misleading advertising asameansto unfairly compete
for customers. Such wrongful conduct can result in asignificant damageto
abusiness. The harm that false and misleading advertising caninflict upon

the bottom line of abusiness oftentimesis exacerbated by the cost spent on

thework necessary to respond to and ameliorate the harmful effectsof false
advertising, which canincludethe need for corrective advertising. Not only

must businesses expend resources to determine whether the claims made
by acompetitor arefal se, but it al so may be expensiveto devel op responsive
advertisements to address (or rebuild) the damaged customer relationships
that inevitably follow from a competitor’s wrongful advertising. From a
purely economic standpoint such costs, known as*“ damage control costs,”

can be just as expensive as the damage to the business's bottom line.

Businesses often turn to the courtsto stop acompetitor’ sfal seand misleading
advertising and to assist with the recovery of damages suffered astheresult
of wrongful advertisements. The Lanham Act isatool that can be used to
address the competitor’s wrongful advertising campaign.t However, the
practical realities of the business world and the expense of litigation often
work to make a recovery of meaningful damages under the Lanham Act
impractical, if notimpossible. Thispoint isespecially truewhen abusiness
must provethat fal se advertisements actually confused customers and that
as aresult it suffered some quantifiable marketplace injury.? Recognizing
thepractical difficultiesof proving marketplace damage and actual confusion,
the Sixth Circuit eased that burden on victims of false advertising in Balance
Dynamics Corporation v. Schmitt Industries, Inc., 204 F.3d 683 (6th Cir.
2000). Baance Dynamicsrecognizesthe appropriatenessof alesser burden
of proof for recovery of damage control costs and the cost of corrective
advertising than the one applied to other types of damages. The Sixth
Circuit hasadded aweapon to the arsenal of self-defenseto which businesses
now can turn when they have been harmed by a competitor’s wrongful
advertising.

Traditional False Advertising ClaimsUnder the L anham Act

TheLanham Act makesit unlawful for any personto makefaseor mideading
representations of fact about another person’ sor entity’ sgoods or services.®
Toestablishliability under the Lanham Act, aplaintiff must provethat: (1)
defendant made false or misleading statements of fact concerning its own
products or plaintiff’s products; (2) the statements actually deceived, or
were intended to deceive, a substantial portion of plaintiff’s customers or
potential customers; (3) the statements are material in that they likely will
influence the deceived consumer’s purchasing decisions; (4) the false and
misleading advertisements were introduced into interstate commerce; and
(5) thereisacausal link between the challenged statements and the harm to

plaintiff.*
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Whether aplaintiff isreguired to provethat the statement actually deceived
or was intended to deceive a substantial portion of consumers turns upon
the type of remedy sought®> In addition to injunctiverelief, plaintiffs may
recover — subject to equitabl e principles— defendant’ s profits, any damages
sustained by plaintiff, and the fees and costs of the action.® Individualy,
these types of damages are referred to respectively as: (1) disgorgement,
(2) actual damages, (3) damage control costs, and (4) attorneys' fees.”
Collectively, they are referred to as monetary damages.®

Lanham Act jurisprudence had given rise to adistinction between the type
of proof necessary when aplaintiff seeksonly aninjunction and thetype of

proof required when a plaintiff seeks monetary damages. Historicaly,

when a plaintiff sought only injunctive relief against continuing false
advertising, it needed only meet alower burden of proof by showing that

the false advertising had a “tendency to deceive’® and that there was a
“reasonable basis for the belief that the plaintiff islikely to be damaged as
aresult of the [defendant’ 5] false advertising.”° In practice, this standard
required aplaintiff to show only that an advertising campaign had a“tendency

todeceive’ and a“likelihood of damage.”! Thelower standard wasjustified,

according to courts, because “when an injunction is sought, courts may

protect the consumer without fear of bestowing an underserved windfall on
the plaintiff.”*?

However, when aplaintiff sought to recover monetary damages, rather than

merely requiring proof that the advertisement had the “tendency to deceive’

and a“likelihood of damage,” it hasbeen required to show actual confusion

created by the advertisement and resulting monetary damage.** Not only

was meeting this higher burden more difficult, but in addition the practical

realities of business and business litigation often made meeting the higher

standard prohibitively difficult* Thehigher burden oftenrequired aplaintiff

to retain expertsin order to study financial statementsor other datain order

to prove monetary damages. This expense was compounded by the costs
of hiring consumer survey experts, who are necessary to prove a
competitor’'s ambiguous or misleading messages created actual confusion

among consumers.

More importantly, even where monetary damage and actual confusion are
provableintheory, practicalities often make providing such proof impossible.
Actual confusion often could be proven only by testimony of plaintiff’s
own customers.> Of course, asking acustomer to testify often had negative
business consequences because the customer then inevitably would be
subpoenaed by defendant!® Businesses also may be hesitant to bring a
claim and to put monetary damages such aslost sales at i ssue because that
might entitle acompetitor to discover commercially sensitiveinformation.”
Businesses often arejustifiably hesitant to begin such litigation where they
know that the litigation islikely to result in the unneeded extraexpense and
the added risk of upsetting (or even alienating) their own customers.*®

Recognizing both the practical realities of business and the difficulty of
presenting proof of a monetary damage and actual confusion as necessary
proof in order to recover monetary damage, the Sixth Circuit has made
headway in easing this often impractical, if not impossible, burden.
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Marketplacev. Monetary Damage

Asaresult of the Sixth Circuit’ sdecision inBalance Dynamics Corporation
v. Schmitt Industries, Inc., a plaintiff now may be able to recover damage
control costs and the cost of corrective adverti sements without a showing
that the false advertising created actual confusion or actual damagesin the
marketplace.® In other words, the historical distinction in Lanham Act
cases between the proof necessary to allow for the recovery of monetary
damage and that required to obtain injunctive relief has now been changed
significantly. The higher burden— proof of deception and actual monetary
damage — need only be met when plaintiff seeks“marketplace damages,”

i.e, lost sales, lost profits, or loss of goodwill.?° The higher standard of
proof isanecessary prerequisiteto an award of “marketplace damages,” as
the Court reasoned, as actual confusion tends to show that these “ hard-to-
prove” damages actually exist?! However, when a business is seeking to
recover its damage control costs and the cost of corrective advertising, the
higher burdenisneither judtified nor necessary. Unlike marketplace damage,
rather than being “hard-to-prove,” proof of damage control costs and the
costs of corrective advertising are aready in the possession of plaintiff.??

Moreover, the Court reasoned that damage control costs and recovery of
the cost of corrective advertising should be treated differently from
marketplace damage because, like an injunction and unlike monetary or
other damages, damage control costs and corrective advertising costs are
spent to prevent lost sales, lost profits, and lost goodwill.Z Asisthecase
with parties seeking injunctive relief, businesses engaging in damage control
and corrective advertising are still at the stage where it remains uncertain
whether any marketplace damage is being inflicted by the wrongful
competitor’s false or misleading advertisements.?

The Court further determined that the more lenient standard is justified
because it is unreasonable to expect a plaintiff to stand idly by until the
competitor’ sfalseand mideading advertising harmsthe businessby creating
actual confusion in the marketplace?®> As the Court stated, “[t]he law
should encourage quick responses and the mitigation of damage, and should
not require parties to suffer an injury before trying to prevent it.”2¢

The higher standard of proving actual confusion for the recovery of damage
control costsisalso unjustified. Therecovery of damage control costs and
corrective advertising costs, upon meeting only the lower burden, do not
have the same risk of abusiness gaining an “underinsured windfall” asthe
business could only recover the reasonable and necessary expenses that it
can prove that were incurred to mitigate the detrimental effects of the
competitor’s wrongful false and miseading advertising.”

Finally, the lower standard created by the Court is more rational. From a
legal standpoint, the higher standard potentially could penalize asuccessful

effort by a business to mitigate marketplace damage.?® For example, a
businessthat is successful in preventing marketpl ace damage would not be
ableto recover under the Lanham Act its damage control costs and costs of

corrective advertising because it would not be ableto provethat it suffered

any marketplace damage,?® while a business that is unsuccessful in its
damage control and corrective advertising would be permitted to recover its
damage control costs and the costs of corrective advertising, since the
business would presumably be in a better position to show marketplace
damage*°
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Following the direction of the Sixth Circuit in Balance Dynamics, at least
two district courts have recognized that it is no longer necessary for a
plaintiff to present proof of some monetary damage and actual confusionin
order to recover damage control costs and the costs of corrective
advertisements. The lams Company v. Nutro Products, Inc., Case No.

3:00-CV-566, 2004 U.S. Dist. LEX1S 15134, at *11-12 (S.D. Ohio July 3,

2004) (“The difference in standards of proof is that a court can grant

injunctive relief which protects both the consumer and the competitor, and
indeed damage control costs which reimburse the competitor, without

creating awindfall to the plaintiff.”); Plastic Molded Techs., Inc. v. Cinpres
Gas Injection, Ltd., 290 F. Supp. 2d 793 n.14 (E.D. Mich. 2003).

Taking Advantageof theNew Weapon inthe Arsenal of Sdf-Defense

By easing the burden, the Sixth Circuit has made the threat of Lanham Act
litigation amore practical and more rational weapon, which businesses can
now justifiably use without the fear that the litigation might do more harm
than good. Given the lower standard and the easing of the burden that a
business must now meet to justify the grant of injunctiverelief and damage
control costs, businesses should now be aggressively pursuing litigation
against competitors under the Lanham Act when faced with false or
misleading advertisements.

Obesity and the Car bohydrate Connection -
the NAD’s Approach to Low Carb Claims

by Annie Ugurlayan

The United States and, increasingly, the world face an obesity epidemic.
Globally, 1.7 billion people are considered overweight and 312 million are
obese (i.e, at least 30 pounds over their highest recommended weight).t In
1999-2000, 64% of adultsinthe U.S. were overweight, an 8% increasefrom
a1988-1994 survey, and 30% of adultswere considered obese, a7%increase.?
Alarmingly, 15% of children between 6 to 19 are considered overweight, an
increase of 5%.% The health effects of obesity are wide-ranging and cost the
U.S. $117 billion annually.*

During the last decade, “low carb” diets such asthe Atkins® diet and The
South Beach Diet™ have emerged at the forefront of theweight lossindustry.
During the first six months of 2004, food companiesintroduced 1,863 low
carb products into the marketplace®, nearly three times the number of low
carb productsintroduced in al of 2003. Sales were expected to approach
$30 hillion in 2004. Although recent data suggests that the low carb trend
has cooled somewhat, it continues to impact the food and weight loss
industry.5

Efforts of the Regulatory World

In recognition of the growing public health crisis posed by obesity,
government agencies, such asthe Food and Drug Administration and Federal
Trade Commission have undertaken efforts to educate consumers on food
advertising claims and sensible food intake. The FTC has been educating
consumers and media about detecting bogus weight loss claimsin national
advertisements (FTC's“Red Flag” initiative and “Operation Big Fat Lie’")
and the FDA established aworking group to examine the causes of obesity
and how they can be remedied through, among other things, changesin food
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labeling® and serving sizes.® Recently, the FDA released a proposal that
reguiresfood manufacturers, for thefirst timeever, to list the percentage of
aproduct’s daily recommended calories on the product packaging and has
also requested public comment on two proposals relating to nutrition
labeling, serving sizeinformation (stating the nutritional information for the
entire package) and the prominence of calories asthey arelisted on afood
label.1% In 2005, the Department of Health and Human Services and the
Department of Agriculture issued the new “Dietary Guidelines for
Americans’ updating the 2000 Guidelines. Both Guidelines encourage
consumers to make informed choices from all food groups, encourage them
to get the most nutrition from the calories consumed, and stress the
importance of physical activity. However, the revised Guidelines differ
from the 2000 Guidelines in recommending that whole grainst* comprise
half of on€'s grain servings and suggesting food plans that would comport
with the Guidelines.*? Moreover, unlike the 2000 Guidelines, the 2005
Guidelines recommend substituting whole grain foods for refined grain
foods.®

The NAD’s Self-Regulatory Approach to Low Carb Claims

Inresponseto the advertising claimsfor diet plansand products, the National
Advertising Division (“NAD”), the advertising industry’ s self-regul atory
forum charged with the responsibility to ensure the truthful ness and accuracy
of advertising claims, has offered guidance to help advertisers craft well-
supported and accurate claims. Onething is clear, however: if consumers
areto be successful inlosing weight by reducing carbohydratesin their diet,
they must receivetruthful information in advertising. The accuracy of low
carb and carb reduction claims is vital to enhance public health and assist
consumers in making well-informed purchasing decisions. As Americans
struggleto find the “right” answer to healthy eating and effective and long-
lasting weight loss, the NAD hastaken on akey role by reviewing advertising
for products touted as low carb to help consumers make better informed
food choices. Advertisers would be wise to consider the guidance from
recent NAD actions directly related to low carb claims.

The popularity of “low carb” diets has generated a wide variety of
complementary low carb foods. However, the sheer volume of low carb
products on the market and the different ways of characterizing
carbohydrates — for example, the use of phrases such as “net carb” or
“impact carb” — have produced confusion among consumers who do not
necessarily understand different advertisers' use of terminology. In the
absence of specific regulatory guidance defining thoseterms, low carb plans
suchasAtking® areinformally regarded asanimportant source of information
concerning the meanings of these terms. In reviewing advertising for these
products, NAD has sought to determine whether the claims are accurate
according to, among other things, these diets' guidelines for daily
carbohydrateintake. Eight recent NAD decisionsshed light onitsapproach
to low carb claims.

1. Tropicana Products, Inc. (Tropicana® Light ‘n Healthy)'*

In this case, NAD requested substantiation for nutrition claims made by
Tropicanain atelevision commercial for itsLight ‘ n Healthy beverage. The
commercia featuresaTropicanatraining facility in which orangesare shown
exercising. Thevoiceover stated, “ Counting Carbs? Introducing Tropicana®
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Light ‘n Healthy. It has 1/3 less sugar and calories than orange juice.”*®
NAD requested substantiation for theimplied claim that Tropicana® Light
‘n Healthy is alow carbohydrate beverage.

In response, Tropicana noted that its commercial includes no explicit
reference to carbohydrate content, but instead highlights the nutritional
differences between Light ‘n Healthy and regular orange juice. Tropicana
argued that itsad informs carbohydrate conscious consumers about a product
that may be of interest to them, given that sugarsare atype of carbohydrate
and Light ‘ n Healthy containsless sugar than regular orangejuice. Tropicana
maintained that even if alow carb claim wereimplied, it would be truthful
given that Light ‘n Healthy contains more than 30% fewer carbohydrates
than regular orange juice and that the “ Counting Carbs?’ referenceisfully
consistent with the policies of the Food Safety and Inspection Service
(FSIS) and the FDA.

In its decision, NAD observed that the question “Counting Carbs?’ is
directed to carbohydrate conscious consumersand that the visual of exercising
oranges conveys a reasonable takeaway that Light ‘n Healthy is a low
carbohydrate beverage. NAD looked to the amount of carbohydrates in
one serving of Light ‘n Healthy and determined that at 17 grams of
carbohydrates in an eight-ounce serving, it was not a low carbohydrate
product given the strict carbohydrate restrictionson the Atkins® diet which
allow only 20 gramsof carbohydratesdaily intheinitial two-week induction
phase.®

In addition, NAD was not persuaded by the advertiser’s reference to the
FSIS Statement of Interim Policy on Carbohydrate Labeling Statements
given that it appliesto thelabeling of meat and poultry products, or to the
FDA's regulations on nutrient content claims since these do not address
carbohydrate claims. Though the FDA has defined terms such as* reduced,”
“fewer,” “lower” or “less’ asthey relate to the sugar, fat or caloric content
of foods', it has not defined those termsasthey pertain to the carbohydrate
content and it is not clear whether such definitions would mirror or differ
from the regulations relating to sugar, fat or calorie content. NAD added
that even if the FDA determined that a 25% reduction in carbohydratesis
sufficient to support a“reduced,” “fewer,” “lower” or “less’ carbohydrate
claim (consistent with other nutrient content claims), it would not be the
same as the claim conveyed by the advertisement, namely that Light ‘n
Healthy is a low carbohydrate beverage. NAD recommended that the
advertiser either discontinue its “Counting Carbs’ claim or modify its
advertising to clearly disclose that there are 17 grams of carbohydratesin
one serving of Light ‘n Healthy. In its advertiser’s statement, Tropicana
commented that while it disagreed with NAD’s determination, it would
consider NAD’s recommendation and clearly disclose the amount of
carbohydrates per serving in the Light ‘ n Healthy product when formulating
future advertising.®

2. Nestlé USA, Inc.
(Carnation Instant Breakfast for the Carb Conscious)*®

NAD requested substantiation for print advertising by Nestléfor Carnation
Instant Breakfast for the Carb Conscious, which included the claim “0g
Sugar CarbsAdded.”2° NAD also requested substantiation for the product
packaging claim “And since it has no sugar carbs added, it's a great way to
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watch carbohydrates’ and for what it construed asapossibleimplied claim
that the product contains no, or very few, carbohydrates.

Nestlé maintained that the advertisement does not imply that its product
contains no or few carbohydrates. The advertisement, argued Nestlé,
accurately states that Carnation Instant Breakfast for the Carb Conscious
isareduced carbohydrate version of the original Carnation Instant Breakfast
that is responsive to consumer interest in limiting carbohydrate intake.
Noting that the Carb Conscious product has significantly fewer
carbohydrates than many “traditional” meals, Nestlé maintained that the
product addressed a consumer concern as to the source of carbohydrates
(here, sugar), asreflected in the Atkins® diet and The South Beach Diet™.
According to Nestlé, both diets suggest that consumers choose a product
that has no added sugar carbohydrates over a similar product containing
added sugar carbohydrates, a difference addressed in the advertiser's
disclaimer (“One serving contains 7g sugar carbs from lactose, a natural
milk sugar, and has 55% less total carbsthan original”). Nestlé also noted
that the “0g Sugar Carbs Added” claim istruthful and similar to the FDA-
defined “no sugar added” nutrient content claim. It maintained that when
read in context, the statement on the label “And since it has no sugar carbs
added, it's a great way to watch carbohydrates’ does not convey that the
product has little or no carbohydrates since the “0g Sugar Carbs Added”
claim on the front panel refers consumers to the Nutrition Facts panel
which lists the total carbohydrate content in the product. The advertiser
added that future advertising containing the “0g Sugar Carbs Added” claim
would include astatement of thetotal carbohydrate content in the product.

AsitdidintheTropicanacase, NAD beganitsanalysiswith an examination
of the total carbohydrates in one serving. Noting that the product is a
powder intended to be mixed with one cup of skim milk, NAD observed
that thetotal carbohydratesin one serving of the product as prepared is 24
grams, 19 of which arefrom sugar.?* NAD also determined that the overall

impression of the ad may suggest to consumers the product is low in or
contains zero carbohydrates. In support of its conclusion, NAD cited the
advertiser’'s invitation to “Fuel up” and “Carb Down,” references that

introduce the product as one of interest to carbohydrate conscious
consumers. NAD cited other representations that reinforced a low carb
message: 1) the “0g Sugar Carbs Added” claim, with the “0g” reference
shown prominently and in significantly larger type than the “ Sugar Carbs
Added” towhichitisadjacent; 2) the statement “ Complete Nutrition, less
carbs’; 3) the statement “CARNATION® INSTANT BREAKFAST® for
the Carb Consciousisthe deliciousway to get up and running while you cut

down on carbs’; and 4) the statement “And since it has no sugar carbs
added, it's a great way to watch carbohydrates.” Given that carbohydrate
intake is severely curtailed on the Atkins® diet and The South Beach
Diet™, one serving of Carnation Instant Breakfast for the Carb Conscious
as prepared constitutes nearly an entire day’ s worth of carbohydrates and
cannot, under any reasonable definition, be considered alow carb beverage.

Accordingly, NAD recommended that the advertiser modify its print ad
and product packaging to avoid conveying alow carb message and correct

its comparative carbohydrate content claims to accurately reflect the
carbohydrate differences in the products (original vs. Carb Conscious) as
prepared. NAD further recommended that any future advertising with the
“0g Sugar Carbs Added” claim prominently discloseinimmediate proximity
to the claim that there are 24 grams of carbohydrates per serving.

In its advertiser's statement, Nestlé agreed to include a statement of the
total carbohydrates per serving on an “as consumed” basiswhen a“ 0 sugar
carbsadded” clamismadeinfutureadvertising. It also agreed to review the
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prominence of thereferral statement on thefront of the packagethat directs
consumers to the Nutrition Facts panel’ s listing of total carbohydrates.

3. Atkins Nutritionals, Inc. (Atkins Food Pyramid)??

TheAtkinsFood Pyramid, advertising by AtkinsNutritionals, Inc. modeled
after the 1992 USDA Food Guide Pyramid, has also been the subject of
NAD scrutiny.? TheAtkinsFood Pyramid providesguidanceto consumers
about limiting carbohydrate consumption and the types of foods they
should consumeto ensurethat their nutritional needsare satisfied. Assuch,
consumersrely on the Atkins® diet and the Atkins Food Pyramid both as
a diet regimen and as a source of information on reduced carbohydrate
consumption. NAD expressed concern about the depiction of the Atkins
Food Pyramid, particularly an extension to the pyramid in the form of a
triangle featured to the right of the pyramid.

The Atkins Food Pyramid depicted a pyramid with protein at the base of
the triangle and whole grain products at the top. Next to the pyramid the
advertiser had superimposed an extension of the triangle depicting at the
top aloaf of bread, a muffin and what appears to be a bowl of rice, foods
potentially high in carbohydrates and fat. Adjacent to the extension was
the phrase “increase options with additional exercise” NAD expressed
concern that the visual and copy implied that dieters who exercise can
include many more portionsof carbohydratesthan advised under the Atkins
Nutritional Approach and not haveto give up their favorite high carb foods.

The advertiser argued that neither claimisimplied by the pyramid and that
the pyramid represents well-established nutritional practices, such as
increasing food options if one exercises regularly. The advertiser also
maintained that the “increase options with additional exercise” statement
refers consumersto food optionswithin the Atkins Food Pyramid and that
the statement is supported by numerous studies and Dr. Atkins' own
clinical experience.

While NAD did not contest the general premise that exercise allows
consumers to increase their food intake, it expressed concern with the
depiction of a loaf of bread, a muffin, and a bowl of rice — noticeably
enlarging the whole grain section of the pyramid whilethe extensionsto the
vegetables and fruits sections are smaller — conveys to consumers that
whether or not they follow the Atkins® diet, they can consume many more
of these high carb foods as long as they exercise. NAD also looked to the
instructions shown below the pyramid (“limit and control certain
carbohydrates to achieve and maintain a healthy weight”; “[c]hoose
carbohydrateswisely”) and noted that while certain statementsare hel pful,,
other statements (“ Eat until you are satisfied” and “to maintain weight, eat
in proportion to the pyramid. [T]o lose weight, focus on protein, leafy
vegetables and healthy oils.”) are problematic and inconsistent as they
relateto the pyramid, given that the addition of the extension de-emphasizes
vegetable and fruit options and emphasizes whol e grain foods (represented
by a loaf of bread, a muffin and a bowl of rice). Accordingly, NAD
recommended that the advertiser modify the food pyramid to avoid
referencing the extended triangle, though it determined that the arrow and
the“Increase Options With Additional Exercise” statement are appropriate
in the context of the Atkins Food Pyramid alone.

Despite the advertiser’s disagreement with NAD’s recommendations, it
agreed to modify the advertising such that the extension would depict only
onefood item from each layer of the pyramid toillustrate possible additional
food choices available to consumers.2*
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4. Russell Stover Candies, Inc.
(“Low Carb” Line of Confectionary Products)®

In both competitor challenges and in its own monitoring cases, NAD
attempts to harmonize its efforts with the guidelines and enforcement
actions of regulatory agencies, such as FTC and FDA. Russell Stover
Candies, Inc. posed questions of continuing controversy involving
advertisers' useof phrasessuch as” net carbs’ or “net effectivecarbs.” The
“net carb” concept isbased on how different types of carbohydrates affect
the body (e.g., refined starches and sugars are absorbed rapidly and cause
the blood sugar to rise after eating whereas other carbohydrates, such as
fiber inwholegrains, are absorbed more dowly, if at al). Theamount of net
carbsin afood is calculated by subtracting the amount of fiber and sugar
alcohols from the total carbohydrates because they are thought to have
little impact on blood sugar levels.2

In that case, Hershey Foods challenged Russell Stover’s nutrient claims
relating to the carbohydrate content of its“Low Carb” line of confectionary
products. Among the claimsat issuewere“ L ow-Carb candies good enough
to be called Russell Stover,” “Carbs per piece—0.2 g*,” and “ Net Effective
Carbs [per serving size] — 0.4 g.” According to Hershey, the “low carb”
packaging claims constituted nutrient content claims which are prohibited
because the FDA has not yet defined “low carb.” Referring to an FDA
warning letter to Russell Stover, Hershey argued the carbohydrate amounts
in Russell Stover's“low carb” candies are not substantially lower than the
amounts in comparable candies? Hershey also asserted that the
carbohydrate information is conveyed in a confusing manner because
consumers are directed to another panel where the “carbs per piece” are
calculated by looking tothe“ net effective carbs.” In addition, the challenger
noted the carbs per piece of the Russell Stover products are less than the
declared level of total carbohydratesin the Nutrition Facts panel.

Russell Stover responded that it had discussions with the FDA and had
agreed to changeits product’ s brand name from “Low Carb” to “Net Carb”
and to change the “carbs per piece’ reference to “net carbs per piece.”
Russell Stover also argued that the* net carb” or “ net effective carb” references
are meaningful for carb conscious consumers and accurate in that the total
amount of carbohydrates are disclosed on the Nutrition Facts Panel and in
the Net Carb Calculation Chart.

Initsdecision, NAD noted that the advertiser’s actions in response to the
FDA’s warning letter resolved the issues in the proceeding. NAD stated
that whileit retained jurisdiction over the* net carb” and related carbohydrate
claims, it would not review them given that the FDA is currently in the
processsodoing. NAD a so recommended that the advertiser avoid making
any implied low carbohydrate claims such as* Enjoy many of your Russell
favorites without the carbohydrates’ in future advertising. The advertiser
accepted NAD’ s decision.

This case raised issues relating to NAD' s jurisdiction over claims and the
circumstance in which NAD will defer to a government agency. Outright
deferral israre and typically occurswhen NAD lacksjurisdiction.?® NAD
strives to strike a balance, deciding which claims it can and should review
while also ensuring that its decisions complement — but do not supersede
(or confuse) — relevant regulatory authority.
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5. DNA DreamfieldsL L C (Dreamfields Pasta)®

In reviewing claimsfor low carbohydrate products, NAD followsits usual
practice of adopting aflexible approach and iswilling to consider new test
methodol ogies and scientific evidence asthey emerge. In DNA Dreamfields,
the Low Carb Consumers League, a not-for-profit corporation that helps
protect the interests of low carbohydrate food consumers, challenged the
truthfulness and accuracy of claimsmade by DNA Dreamfieldsin advertising
and packaging for its Dreamfields Pasta. Among the claims at issue were:

B Dreamfields is “authentic pasta made with premium durum
whesat semoling’;

B “Our unique pastarecipe meansfewer carbohydrates get absorbed

into your system, much like whole grains, so Dreamfieldsis a
delicious way to enjoy healthy carb living”;

B “Dreamfields pasta is a healthy and delicious way to watch
your carbs’; and

B “Finaly, Great Tasting Pasta With Healthy Carbsl DNA

Dreamfields Company Introduces Pasta With Authentic Taste
And Texture And Only 5 Grams of Digestible Carbs.”

The challenger contested the advertiser’s use of the term “net digestible
carbs,” arguing that the advertiser’ s product testing was flawed because it
was not double-blinded and did not have a placebo control or a statistical
anaysis demonstrating the significance of the test results. The challenger
also disputed the advertiser’s contention that glycemic load® correlatesto
the amount of carbohydrate considered “digestible” and raised concerns
about the accuracy of any methodology that purported to measure the
glycemic load.

The advertiser responded that its patent-pending technology uses a
proprietary manufacturing process blending dietary fibers and proteinsto
bypass the small intestine and enter the colon where some of the
carbohydrates are fermented but not digested (i.e., they are not converted

into blood glucose) thus preventing an increase in blood glucose levels. It

claimed that the “ protected” carbohydrates provide health benefits akin to
those provided by dietary fiber. The advertiser maintained that itsscientific
study was designed to determine the “glycemic load.” Based on the blood
glucose levelsof thetest subjectswho consumed the pasta (as compared to
the blood glucose level s of the subjects who consumed solely white bread),

themean level of digestible carbohydratesin the product was approximately

five grams per 56 grams of dry weight of the product, demonstrating that

the product contains “protected carb” technology.

NAD determined that the advertiser provided a reasonable basis for its
claims that Dreamfields Pasta contains five grams of digestible
carbohydrates per serving by calculating the product’s glycemic load and,
hence, determining the product’ simpact on blood glucoselevels. In addition,
the NAD concluded that the challenger failed to demonstrate that the
advertiser's methodology and research were materially flawed. This case
illustrates that, despite the confusion concerning how carbohydrates are
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described, NAD recogni zes theimportance of sound sciencein providing a
reasonable basis for advertising claims of thiskind.

6. Health & Nutrition Systems International, Inc. (Carb Cutter)3!

Also popular with carb-conscious consumersaredietary supplementswhich
claimto block carbohydrate absorption from food.? Aswithlow carbfood
claims, NAD’sconcernsliewith theimplied and express messages conveyed,
especially those that may encourage reckless eating with little or no regard
to exercise. In Health & Nutrition Systems International, Inc., NAD
challenged print advertising for a dietary supplement called Carb Cuitter.
The ad featured the bold heading “1 CHEAT. Don’'t you?’ followed by the
text “Sometimes | just have to givein. Sowhen | indulge, | don't want to
have to count carbs. That’swhy | depend on Carb Cutter.” The ad also
featured claimssuch as“ The Origina Low Carb Diet Pill” and “ Carb Cutter
allows for occasional consumption (‘cheating’) of carb rich, high sugar
foods and beverages including popular energy and soft drinks.”

Pointing to the statement inthe ad “ effective weight lossrequires arestrictive
diet and exercise.” Health & Nutrition Systems maintained that Carb Cutter
isnot promoted asamagic pill that allows usersto eat whatever they want,
but rather serves to complement alow carbohydrate diet. The advertiser
also contended that all of itsadvertising claimsare supported by competent
and reliable scientific evidence, including a well-controlled, randomized,
double-blind, placebo-controlled clinical trial conducted by an independent
outside testing agency and scientific studies on Banaba, an herbal extract
contained in Carb Cuitter, that show that the substance converts glucose
into glycogen rather than fat. It further argued that the statements, “The
Original Low Carb Diet Pill” and “Have more freedom with Carb Cutter!”
are puffery, and that it was in fact the first company to sell a“low carb
supplement” to themassmarket. The advertiser contended that its product
permits occasional “cheating” based on its clinical trial that showed
participants that took the Carb Cutter Product lost more weight (even
though some strayed from the diet) than those on alow carb diet taking a
placebo.

In reaching its decision, NAD appreciated the advertiser’s willingness to
discontinue its claim that “Carb Cutter also works great on alcohalic
beverages such as mixed drinks, beer and wine, making any drink a ‘diet
drink.”” However, it recommended that the advertiser discontinueitsclaim
that “Carb Cutter allows for occasional consumption (‘ cheating’) of carb
rich, high sugar foods and beverages including popular energy and soft
drinks” because the study upon which the claims were based contained
significant limitations (e.g., small samplesize, lack of statistically significant
results, and alimited duration of only six weeks), factorsthat precluded its
consideration as competent and reliable scientific evidence sufficient to
support a weight-loss claim. Citing the depiction of a woman who says
“So when | indulge, | don't want to have to count carbs,” NAD also
determined that within the context of the ad, it would be reasonable for
consumersto understand that individual swho take Carb Cutter could freely
deviate from the carbohydrate restricted diets without consequence — a
misimpression not likely cured by afine-print disclosure at the bottom of
the page that the product is intended to be used in conjunction with alow
carb diet and exercise program).

Moreover, NAD concluded that the product is advertised as a “diet pill”
rather than as alow carb dietary supplement, implying that the product
helps consumers lose weight. As to the claim that Carb Cutter converts
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carbsinto energy, NAD determined that there wasinsufficient evidence to
extrapol ate the conclusions from the studies on Banaba and corosolic acid
to the formulation in Carb Cutter. Based on limitationsin the advertiser's
clinical testing which supported aqualified claim, NAD also recommended
that the advertiser discontinue the unqualified claim “Whether you areona
strict low carb diet or maintaining your results, clinically tested Carb Cutter
isthe perfect companion for men and women on any low carb lifestyle’ or
modify it to clearly delineate the relevant limitations of the clinical testing.

While NAD agreed that the claim “ Have more Freedom with Carb Cutter!”

may be seen as puffery when viewed in isolation, in the context of the
overall advertising it contributed to the message that individuals who take
Carb Cutter can lose weight even when not following alow carbohydrate
diet, astatement that was not supported by competent and reliable evidence.

NAD also determined that the advertiser had a reasonable basis for claims
to be the “original” because in 1999, no other low carbohydrate dietary

supplements were in mass distribution or nationally advertised.

Initsadvertiser’s statement, the advertiser stated that whileit was pleased
that NAD agreed that Carb Cutter was the “original” low carb diet pill, it
disagreed with NAD’ sconclusion that its other claimswere unsubstantiated.
However, it agreed to modify its advertising and to take NAD’s
recommendations into account in future marketing of Carb Cutter.

7. Natrol, Inc. (Carb Intercept with Phase 2™

Other “carb blocking” cases centered on the significance of a particular
active ingredient derived from white kidney bean extract and marketed as
“Phase 2™”. Several scientific studies suggest a role for this particular
ingredient in inhibiting carbohydrate absorption. In Natrol, Inc. (Carb
Intercept with Phase 2™), NAD requested substantiation for claims made
by Natrol in print and internet advertising for its carb blocker product. The
advertiser claimed that itssupplement is“ Scientifically Provento Neutralize
Starch” and “Supports Weight Loss.” In support of these claims, the
advertiser provided in vitro and in vivo studies of Phase 2™, one of the
product’s ingredients. However, no clinical studies of the actual product
were produced. In its decision, NAD cited to the well-established rule
concerning establishment claims (e.g. “scientificaly proven,” “clinicaly
proven”), namely that such claims require reliable, well-controlled and
verifiable clinical testing on the product in question and, in the absence of
such testing, that testing of the product’ singredients (at the samelevelsand
proportions) can be offered.®* In this case, the testing on Phase 2™ used
dosesdifferent from the dosage found in Carb Intercept aswell asadifferent
form of Phase 2™ (powder form instead of capsule). In addition, the
resultsin many of the studieswere considered by the test administratorsto
be preliminary rather than conclusive. Accordingly, NAD requested that
the" scientifically proven” claimsbediscontinued or modified inthe absence
of “competent and reliable scientific evidence.”

Concerning the “supports weight loss’ claim, NAD observed that it was
presented as akin to a “structure/function” claim®® instead of a “health
claim,” but noted that these claims also necessitate truthful and non-
misleading substantiation as support. In this case, the studies contained
limitations in terms of dosage amount, administration of Phase 2™ (e.g.,
prior to the carbohydrate meal as opposed to with the meal, according to
the product use instructions) and the presence of other ingredients in the
product that precluded a conclusive determination of the extent of Phase
2™’ scontribution toweight loss. Asaresult, NAD recommended that the
claim’squalifying language (“this product isto be used in conjunction with
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aheslthy calorie reduction and exercise program”) appesar in close proximity
to the “ supports weight loss claim” or, in the alternative, that the claim be
discontinued. Inits advertiser’'s statement, Natrol, while disagreeing with
theNAD’ sconclusion, agreed to discontinue or modify theclaimsin question
as recommended.

8. Leiner Health Products (Star ch Away®)3°

NAD continues to monitor advertising for carb-blocking dietary
supplements, particularly those that expressly or by implication tout their
products as an aternative, instead of acomplement, to awell-balanced diet
and exercise. For example, in Leiner Health Products (Starch Away®), the
advertiser made the following claimsfor its product:

B “Take control of your weight with the scientifically proven
Calorie Blocker!”;

B “Now you can lose weight sensibly, and drop down a size or
two, without eliminating the starchy foods you love’; and

B “You can enjoy starchy foods like pasta, bread and potatoes
without any of the guilt. Simply take two delicious soft chews
before a starchy meal.”

One of the advertisements showed a picture of pink and yellow bikini
placed on a bed of sand with concave lines and adot drawn in the sand to
mimic a small waist and bellybutton, with the claim below the picture:
“Draw your own linesin the sand.” Another print advertisement featured
awoman in adressing room, with only her arm shown holding asize 10 red
dresswith the statement “ Can you bring mean 8, please?’ featured directly
above the picture.

Assupport for its performance claims, the advertiser citedtoinvitroandin
vivo studies of whitekidney bean extract illustrating the inhibition of starch.
The advertiser also produced a double-blind, placebo-controlled clinical
study of the actual product on 60 overweight individuals. Theindividuals
were not placed on aspecific diet plan, but wereinstructed on proper eating
habits and the importance of exercise. After 12 weeks, the Starch Away
group lost nearly seven pounds compared with again of almost one pound
in the placebo group, with individual weight loss ranging up to over 30
pounds.

NAD noted that during the pendency of the challenge, the advertiser
voluntarily discontinued the claim “Take control of your weight with the
scientifically proven Caorie Blocker!,” an action which it deemed necessary
and proper. Asinthe Natrol case, NAD held that the studies on the Phase
2 ingredient areinsufficient to substantiate the specific performance claims
at issue given that well-established precedent states that test results on a
particular ingredient (same or similar to the one used in the advertised
product) at avarying dose does not necessarily permit extrapolation to the
product (which contains additional ingredients and varying instructionsfor
use). NAD a so noted certain methodol ogical flawsin the study such asthe
lack of controlsover the subjects’ diets, disparitiesin thediet plan provided
with the product and the one given to the participants during the study, and
the lack of significant differences in body composition or waist/hip
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circumferences between the active and placebo groups. NAD further
remarked on the limitations of the studies’ conclusions to support the
claims at issue. While noting the promising results of Phase 2, the NAD
added that more studies would be needed to determine how Phase 2 assists
inweight reduction. Accordingly, NAD recommended that the challenged
claims be discontinued or significantly modified to reflect the evidence in
the record. In response, the advertiser stated that while it disagreed with
NAD’s conclusions regarding its clinical study, it would take NAD's
recommendations into consideration when formulating future advertising.
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Conclusion

As weight loss choices increase, so too does the potential for consumer
confusion about how to effectively achieve their weight loss goals.
Recognizing the importance of providing consumers with accurate
information to make informed food choices, especially in light of the recent
low carb dietary trend, NAD has examined a variety of food and dietary
supplement advertising to determine whether certain claimswere supported.
Theguidance provided by NAD’ sdecisions, together with regulatory efforts
to educate the media about deceptive weight-loss advertising®’, provide
ample direction to enable marketers to creatively and truthfully promote
their products and to ensure that consumers receive accurate carbohydrate-
related information.

L eader ship of the Consumer Protection Committee
(2004-2005)

Chair:

John E. Villafranco (202) 342-8423
Vice Chairs:

Darren A. Bowie (202) 326-2018
Julie Brill (802) 828-2154
Ledey A. Fair (202) 326-3081

August T. Horvath
Thomas F. Zych

(212) 310-8283
(216) 566-5605

Counsel Liaison:

Robert M. Langer (860) 297-3724

jvillafranco@colliershannon.com

dbowie@ftc.gov

jbrill @atg.state.vt.us
Ifair@ftc.gov
ahorvath@hewm.com
tom.zych@thompsonhine.com

rlanger@wiggin.com

Become a CP Committee Member

www.abanet.or g/antitr ust/committees'enr oll.html




Update

Spring 2005

ENDNOTES

The Genesisof Consumer Protection RemediesUnder Section 13(b) of
theFTC Act

by David M. FitzGerad

Mr. FitzGerald served as a litigation attorney in the Federal Trade
Commission’ s Office of General Counsel from 1976 to 1982, and as Assistant
Director for Litigationinthe Commission’ sBureau of Consumer Protection
from19982to 1990. Heiscurrently Senior Vice President and Deputy Chief
Hearing Officer for the National Association of Securities Dealers (NASD).
The views expressed here are his own, not those of NASD.

1 15U.S.C. § 13(b).

2 FTCv. Think Achievement Corp., 312 F.2d 259, 262 (7th Cir. 2002).
3 Quarterly Federal Court Litigation Status Report, http://
www.ftc.gov/ogc/status/status.pdf. Section 13(b) cases represented 72%
of the Commission’ stotal court litigation docket, which also included
two petitions for review of Commission cease and desist orders, 17 civil
penalty cases, seven suits to enjoin Commission action or other
defensive litigation, and 11 cases in which the Commission had filed
amicus curiae briefs.

4 Information concerning pending administrative proceedings may be
found at http://www.ftc.gov/os/adjpro/index.htm.

5 Federal Trade Commission Act, ch. 311, 8 5, 38 Stat. 719 (1914).

6 Wheder-LeaAct, ch. 49, § 3, 52 Stat. 111 (1938). Section 5, as
amended, is codified at 15 U.S.C. § 45.

7 15U.SC. 8§52

8 15U.S.C. 853(a). See, eg., FTCv. Thompson-King & Co., 109 F.2d
516 (7th Cir. 1940). The Commission’'s Statutes and Court Decisions
volume covering the period 1938 to 1940 includes many Section 13(a)
injunctive orders, not otherwise reported, that the Commission obtained
to halt false advertising of quack drugs, remedies and devices pending the
completion of administrative proceedings. After 1940, however, the
Commission used Section 13(a) rarely, although it brought two notable
casesinthe 1970's, FTC v. National Com'n on Egg Nutrition, 517 F.2d
485 (7th Cir. 1975) (respondent preliminarily enjoined from making
certain representations concerning the state of scientific evidence linking
the consumption of eggs with heart disease) and FTC v. Smeon
Management Corp., 532 F.2d 708 (Sth Cir. 1976) (preliminary injunction
prohibiting claims relating to the safety and efficacy of aweight loss plan
employing a drug not approved for that purpose by the Food and Drug
Administration denied).

®  Trans-AlaskaPipeline Act, P.L. 93-153, § 408, 87 Stat. 592 (1973).
10 By 1973, it was well-recognized that, once a merger was
consummeated, if the Commission later found the merger unlawful, it was
very difficult to fashion aremedy that restored the balance of
competition asit had existed before the merger. See FTC v. Dean Foods
Co., 384 U.S. 597, 607 (1966) (“experience shows that the

Commission’ sinability to unscramble merged assets frequently prevents
entry of an effective order of divestiture”). With the nation in the midst
of an energy crisis and gasoline prices increasing rapidly, maintaining
competition in the energy industry was a pressing concern.

11 Universal Credit Acceptance Corp., 82 F.T.C. 570 (1973).

12 503 F.2d 321, 323 (9th Cir. 1974).

13 Magnuson Moss Warranty — Federal Trade Commission

Improvements Act, P.L. 93-637, § 206(a), 88 Stat. 2201 (1975) (codified
a 15U.S.C. §57b).

14 Hart-Scott-Rodino Antitrust Improvements Act of 1976, Pub. L.
94-435, § 201, 90 Stat. 1390 (1976) (codified, as amended, at 15 U.S.C. §
183).

15 FTC . British Oxygen Co., No. 74-31 (D. Del.) (unreported). See
FTC v. British Oxygen Co., 529 F.2d 196 (3d Cir. 1976) (en banc)
(vacating a provision of the order because the district court’s findings
were inadequate). Ultimately, the cease and desist order entered by the
Commission in the underlying administrative proceeding was set aside on
review, leading the district court to dissolve the hold-separate
preliminary injunction. FTC v. British Oxygen Co., 437 F. Supp. 79 (D.
Del. 1977).

16 539 F.2d 1339 (4th Cir. 1976).

17 See FTCv. Food Town Sores, Inc., 547 F.2d 247 (4th Cir. 1977)
(vacating the district court’s order denying the Commission’s motion for
atemporary restraining order, and remanding with instructions to dismiss
the case as moot, in light of the defendants abandonment of the planned
merger).

18 |nthe 1960's, the Commission began using its rulemaking authority
under Section 6(g) of the FTC Act, 15 U.S.C. § 46(g), to define specific
acts and practices that it considered to violate Section 5. 1n 1975, the
Magnuson Moss Warranty — Federal Trade Commission |mprovements
Act, P.L. 93-637, § 202(a), 88 Stat. 2201, added Section 18 to the FTC
Act (codified, as amended, at 15 U.S.C. § 57a), confirming the
Commission’ s authority to issue such trade regulation rules. See United
Satesv. JIS& A Group, Inc., 716 F.2d 451 (7th Cir. 1983) (reviewing the
history of Commission trade regulation rulemaking under Section 6(g)
and the enactment of Section 18).

19 SeeFTCv. Evans Prods. Co., 775 F.2d 1084, 1087-88 (Sth Cir.
1985) (holding that the Commission cannot obtain an injunction under
Section 13(b) against conduct that the defendant has ceased, absent
evidence that the conduct is likely to recur).

20 FTCyv. Australian Land Title, Ltd., No. 77-0199 (D. Hawaii).

21 Audtralian Land Title, Ltd., 92 F.T.C. 362 (1978).

2 FTCv. Southwest Sunsites, Inc., 665 F.2d 711, 717-18 (5th Cir.),
cert. denied, 479 U.S. 828 (1982).

# S Rep. No. 93-151, at 30-31 (1973).

24 B09 F. Supp 51 (D. Md.), aff'd mem., 661 F.2d 920 (4th Cir. 1981).
% Magnuson-Moss Warranty — Federal Trade Commission
Improvements Act, P.L. 93-637, Title |, 88 Stat. 2183 (1975) (codified at
15 U.S.C. §8 2301 €t seq.).

% 15U.S.C. § 2310(h).

27 B09 F. Supp. at 55.

2 No. C 79-1857 (N.D. Ohio June 26, 1980).

29 “Disclosure Requirements and Prohibitions Concerning Franchising
and Business Opportunity Ventures,” 16 C.F.R. Part 436.

30 FTCwv. H.N. Snger, Inc., 668 F.2d 1107 (9th Cir. 1982).

5 ld. at 1111-13.

%2 56 Stat. 23, 33.

3 328U.S. 395, 398 (1946).
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3 See eg., Mitchdll v. Robert DeMario Jewdlry, Inc., 361 U.S. 288,
291-92 (1960) (reimbursement for lost wages); ICC v. B& T Transp. Co.,
613 F.2d 1182, 1186 (1st Cir. 1980) (restitution); CFTC v. Hunt, 591
F.2d 1211, 1222 (7th Cir.), cert. denied, 442 U.S. 921 (1979)
(disgorgement); University of S. Cal. v. Cost of Living Council, 472 F.2d
1065, 1070 (Em. Ct. App. 1972), cert. denied, 410 U.S. 928 (1973)
(restitution); SEC v. Manor Nursing Ctrs., Inc., 458 F.2d 1082, 1103-04
(2d Cir. 1972) (restitution and appointment of areceiver); CAB v.
Scottish-American Ass'n, 411 F. Supp. 883, 888 (E.D.N.Y. 1976)
(refunds).

% See eg., 15U.S.C. 8§ 78u(d)(1), giving the SEC authority to seek
permanent or temporary injunctive relief against any person whois
engaged in or is about to engage in acts or practicesin violation of the
ExchangeAct.

36 SeePeter C. Ward, Restitution for Consumers Under the Federal
Trade Commission Act: Good Intentions or Congressional Intentions?,
41 Am. U. L. Rev. 1139 (Summer, 1992).

87 Under Section 19, the Commission may obtain redress for
consumers only if (1) the defendant’ s actions either violated a
Commission trade regulation rule, or were the subject of afina cease and
desist order and involved conduct that “a reasonable man would have
known under the circumstances was dishonest or fraudulent,” and (2) the
Commission commences the redress action within certain time periods
specified in Section 19(d).

% 15U.S.C. §57b(e).

% See eg., Snger, 668 F.2d at 1113. Note, however, that under
Porter the issueis whether Congress intended to restrict the remedial
authority of the courts, while Section 19(€) addresses the authority of
the Commission.

4 See eg., FTCv. U.S Oil & Gas Corp., 748 F.2d 1431 (11th Cir.
1984); FTC v. World Travel Vacation Brokers, Inc., 861 F.2d 1020 (7th
Cir. 1988); FTC v. Amy Travel Service, Inc., 875 F.2d 564 (7th Cir.), cert.
denied, 493 U.S. 954 (1989); FTC v. Security Rare Coin & Bullion Corp.,
931 F.2d 1312 (8th Cir. 1991).

4 See eg., FTCv. Kitco of Nev., Inc., 612 F. Supp. 1282 (D. Minn.
1985) (restitution); FTC v. Wilcox, 926 F. Supp. 1091 (S.D. Fla. 1995)
(asset freeze, appointment of receiver, consumer redress); FTC v.
Atlantex Assocs., 872 F.2d 966 (11th Cir. 1989) (asset freeze, consumer
redress); FTC v. World Wide Factors, Ltd., 882 F.2d 344 (9th Cir. 1989)
(asset freeze, receiver); FTC v. Gem Merchandising Corp., 87 F.3d 466
(11th Cir. 1996) (restitution, disgorgement); FTC v. Febreg 128 F.3d 530
(7th Cir. 1997) (“damages,” disgorgement); In re National Credit Mgmt.
Group, L.L.C., 21 F. Supp. 2d 424 (D. N.J. 1998) (asset freeze,
receiver); FTC v. SimAmerica, Inc., 77 F. Supp. 2d 1263 (S.D. Fla. 1999)
(consumer redress, performance bond); FTC v. Capital City Mortgage
Corp., 2004 U.S. Dist. LEX1S 9184 (D.D.C. May 6, 2004) (constructive
trust); FTC v. Direct Marketing Concepts, Inc., 2004 U.S. Dist. LEXIS
11628 (D. Mass. June 23, 2004) (accounting).
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Substantiating Dietary Supplement Claims—Guidance from FDA

by lvan J. Wasserman and Farah K. Ahmed

Mr. Wasserman is a member of the law firm Collier Shannon Scott in
Washington, D.C.

Ms. Ahmed is an associate with the firm.

1 NOVIS, Nutral ngredients-USA.com, press release, 2/14/05 (citing
Euromonitor, Vitamins and Dietary Supplementsin the USA, Jun. 2004)
(http://www.nutraingredients-usa.com/news/
printNewsBis.asp?1d=58057).

2 Final Rule: Statements Concerning Effect on Structure or Function,
Federal Register, January 6, 2000 (http://www.cfsan.fda.gov/~Ird/
fr000106.html), and FDA'’ s Structure/Function Claims Small Entity
Guide (http://www.cfsan.fda.gov/~dms/sclmguid.html).

21 U.S.C. § 343(r)(6).

21 U.S.C. 8 343(r)(6)(B).

21 U.S.C. § 201(g)(1).

21 U.S.C. §343(r)(6)(C).

Id.

If the FDA determines that the claim is a disease claim (and not a
structure/function claim), the 30-day notification submitter will receive a
“courtesy letter” to this effect and will be asked to remove the claim at
issue.

9 21 CFR 101.93(f) and (g).

10 FDA Draft Guidance for Industry: Substantiation for Dietary
Supplement Claims Made Under Section 403(r)(6) of the Federal Food,
Drug and Cosmetic Act, November 2004.

1 “Competent and reliable scientific evidence” is defined by the FTC
as “tests, analyses, research, studies, or other evidence based on the
expertise of professionals in the relevant area, that have been conducted
and evaluated in an objective manner by persons qualified to do so, using
procedures generally accepted in the profession to yield accurate and
reliable results.”

2 For more information on this standard, see FTC Policy Statement
on Deception, October 14, 1983 (http://www.ftc.gov/bep/policystmt/ad-
decept.htm).

13 1d. (Inintervention studies, an investigator controls whether the
subjects receive the treatment or intervention of interest in order to test
whether the intervention or treatment supports a pre-determined
hypothesis.)

14 1d. (In observational studies, the investigator does not have control
over the exposure to the treatment or intervention of interest. In
prospective observational studies, investigators recruit subjects and
observe them before a particular outcome occurs. In retrospective
observational studies, investigators review the records of subjects and
interview subjects after the outcome has occurred.)

15 FTC pressrelease, June 10, 2003 (www.ftc.gov/opa/2003/06/
trudeau.htm).

16 FTC pressrelease, October 5, 2004 (http://www.ftc.gov/opa/2004/
10/windowrock.htm).

17 Warning Letter for Unsubstantiated Weight Loss Claim, October 22,
2004 (http://www.cfsan.fda.gov/~dms/wl-Itr22.html).

18 Advisory Letter to Dietary Supplement Distributors about
Unsubstantiated Weight Loss Claims, October 22, 2004 (http://
www.cfsan.fda.gov/~dms/wli-1tr26.html).
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Planningfor Privacy Breachin Global Company: Understandingthe
Multi-Jurisdictional | ssuescan M akethe Difference between a Privacy
Inddent and aPrivacy Crids

By Nava Bat-Avraham, Laura Becking, Andre J. Jaglom, Leigh
Feldman, John P. Beardwood and Michael Peeters

The authors are leaders and members of the Interpractice Privacy Law
Committee of the ILPS.

1 See D. Bender. Recent Developments in Data Protection Law, PLI
Ninth Annual Institute for Intellectual Property Law (2003) 15. Bender
describes three approaches to privacy law taken by U.S. corporations,
including: the“Ostrich” Approach, where companies “solve a problem
by ignoring it”; the “Just in Time” Approach, where companies solve
problems “ on a case-by-case piecemedl basis’; and the “EU Gambit”
Approach, where companies “assume that compliance with the EU Data
Protection Directive...will assure compliance with all data protection
laws worldwide.”

2 A. Saita, Identity Management: Finding the right balance between
rights and responsibilities, http://searchsecurity.techtarget.com/

original Content/0,289142,sid14 gci994963,00.html (22 July 2004); D.
Becker, UCLA laptop theft exposes ID info, http://att.com.com/

UCL A +laptop+theft+exposes+| D+info/2100-1029 3-5230662.html (10
June 2004); AP Bresking News, Japan’s financial regulator warns
Citigroup's Japanese affiliate on customer data, http://www.sfgate.com/
cai-bin/article.cgi ile=/news/archive/2004/06/11/

financial 1051EDTO055.DTL (11 June 2004); PriceWaterhouseCoopers,
Identity Theft and Security Breach Notifications: Reporting on Request,
http://www.pwc.com/extweb/service.nsf/docid/
38D0975DESCFCC9785256EBA 005F49FA (2004).

8 Specific industries, such as banking, may have industry specific
regulations that require disclosure. See http://
searchsecurity.techtarget.com/original Content/

0,289142 sid14 qci994963,00.html.

4 Cdifornia Senate Bill no. 1386.

5 ld.

6 Recommended Practices on Natification of Security Breach
Involving Personal Information http://www.privacy.ca.gov/
recommendations/secbreach. pdf.

7 Privacy Act, R.S.B.C. 1979, c.336.

8 Privacy Act, R.S.S. 1978, c.P-24.

®  Privacy Act, R.S.M. 1970, c.74.

10 Charter of Human Rights and Freedoms, R.S.Q. 1977, ¢. C-12, ss. 5
and 9; art. 1053 C.C.Q.

1 Privacy Act, R.S.N.L. 1990, c.P-22.

2 S.C. 2000, c.5.

13 Quebec: the privacy regimeis composed of two elements: (i)
amendments to Chapter 3 of the Civil Code of Quebec, and (ii) the
enactment of a statute to expand on the Civil Code entitled An Act
respecting the protection of personal privacy (S.Q. 1993, c. 17). Alberta:
the Personal Information Protection Act (R.S.A. 2003, Ch.P-6.5) British
Columbia: the Personal Information Protection Act (S.B.C. 2003,
Ch.63).

14 Albertac Health Information Act, RSA 2000, Ch. H-5.
Saskatchewan: Health Information Protection Act (S.S. 1999, Ch. H-
0.021 (effective 1 September 2003, except for subsections 17(1), 18(2)
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and (4) and section 69) as amended by S.S. 2002, ¢.R-8.2; and 2003,
€.25.). Ontario: Personal Health Information Protection Act, 2004, S.O.
2004, c. 3 Sched. A.

15 SeeDurant v. Financial Services Authority, http://
www.courtservice.gov.uk/judgmentsfiles/j2136/durant-v-fsa.htm  See
also European Commission Suggest UK's Data Protection Act Is
Deficient, http://www.out-law.com/php/
page.php?page_id=europeancommission1089896924& area=news
(www.out-law.com, May 2004)

16 Directive 95/46/EC of the European Parliament and of the Council
of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data.
http://europa.eu.int/smartapi/cgi/

sga_doc?smartapi! celexapi! prod! CEL EXnumdoc& |g=EN& humdoc=
31995L 0046& model=qui chett

Going Global: International Developmentsin Gover nment-
Facilitated Redress

by Stacy Feuer

Ms. Feuer isa Legal Advisor for International Consumer Protectioninthe
Federal Trade Commission’sBureau of Consumer Protection. Theopinions
expressed herein are her own and do not necessarily reflect the opinions of
the Federal Trade Commission.

1 5U.S.C. §13(h).
2 Onefedera appellate court underscored the established nature of
the FTC’ s redress authority in a 2002 decision:
The court’ s authority to order restitution to the victims [of a fraudulent
scheme] and as incident thereto to place the frozen assetsin trust for
them is not and cannot be questioned.
FTC v. Think Achievement Corp., 312 F.3d 259, 262 (7" Cir. 2002).
: See, eg., FTC Press Release, Canadian Marketers of Fraudulent
Weight-Loss Products Pay Redress to Settle FTC Charges (Oct. 12,
2004), available at http://www.ftc.qov/opa/2004/10/fsagroup.htm; FTC
Press Release, Bodyflex Marketers Settle FTC Charges of False and
Unsubstantiated Inch and Fat Loss Claims. FTC Settlement Requires
$2.6 Million Consumer Refund Program (Sept. 1. 2004), available at
http://www.ftc.gov/opa/2004/09/bodyflex.htm; FTC Press Release,
Rexall Sundown to Pay up to $12 Million to Settle Charges Regarding
Cdlulite Treatment Product (Mar. 11, 2003), available at http://
Xvww.ftc.qov/ooa/2003/03/rexall htm

See, e.g., FTC Press Release, Two Companies Deceptively
Marketing Computer Systems To the Hispanic Community Settle FTC
Charges: $545,000 in Redress Funds Available to Consumers (Apr. 1,
2005), available at http://www.ftc.gov/opa/2005/04/unicvber.htm; FTC
Press Release, Canadian Telemarketers Banned from Selling Business
Directories and Office Supplies: Settlement With the FTC Also Requires
the Defendants to Pay Consumer Redress (Jan. 20, 2004), available at
http://www.ftc.gov/opa/2004/01/hansonpubs.htm.
° See, e.g., FTC Press Release, Skybiz Pyramid Settlement to Provide
$20 Million for Consumers (Apr. 1, 2003), available at http://
www.ftc.gov/opa/2003/03/skybiz.htm; FTC Press Release, Equinox
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International Settles Case with FTC, Eight Sates: Nearly $40 Millionin
Restitution for Alleged Pyramid Victims (Apr. 25, 2000), available at
pttp://www.ftc.gov/ opal2000/04/equinox.htm.

See, eg., FTC Press Release, Cross-Border Law Enforcement Yields
$1.5 Millionin Redress for U.S. Consumers (Nov. 18, 2004), available at
http://www:.ftc.qov/opa/2004/11/emptor.htm; FTC Press Release, FTC
Crackdown on lllegal Canadian Lottery Sellers (July 29, 2004)
(announcing court order awarding $19 million in consumer redress),

;dvai lable at http://www.ftc.gov/opa/2004/07/worldetal .htm.

See, e.g., FTC Press Release, FTC Wins Permanent Injunction
Against Defendants In Bogus Credit Card Offer Case: Court Orders
More Than $12 Million in Consumer Redress; Bans the Defendants from
Selling Credit-Related Products or Services and from Telemarketing
(May 13, 2004), available at http://www.ftc.gov/opa/2004/05/
bayarea.htm; FTC Press Release, Canadian Telemarketersto Pay for
Duping U.S. Consumers into Buying Bogus Credit-related Products
(Sept. 22, 2003), available at http://www.ftc.gov/opa/2003/09/
firstbenefit.htm.

Federal Trade Commission, The FTC in 2005: Sanding Up for
Consumer and Competition, at 17 (Apr. 2005), available at http://
www.ftc.gov/0s/2005/04/0504abareportfinal.pdf.

Cf. EEOC v. Waffle House 534 U.S. 279, 295-96 (2002) (mandatory
binding arbitration clause did not prohibit EEOC from seeking victim-
specific judicial relief, such as backpay, reinstatement, and damages, in an
statutory enforcement action).

See Organisation for Co-operation and Development, Background
Report for OECD Workshop on Consumer Dispute Resolution and
Redress in the Global Marketplace [hereinafter, OECD Background
Report], at 33 (Apr. 2005), available at http://www.oecd.org/dataoecd/59/
21/34699496.pdf.

Australid s governmental redress procedures are more restrictive
than those used by the FTC. Under Australian law, the Australian
Competition and Consumer Commission (ACCC) can make an
application to the courts, under its Trade Practices Act, seeking
compensation for one or more persons who have suffered loss or damage
as aresult of infringement of certain provisions of the Act. Before making
the application, the ACCC must receive the express consent of each
person on whose behalf it seeksto act. The ACCC also may filea
collective action under the representative proceedings provisions of the
1976 Federal Court Act. This procedure issimilar to aU.S.-style “ opt-
out” class action and the ACCC does not need to obtain the consent of
consumers on whose behalf it filesthe case. |d. Australiaiscurrently
g:lons' dering enhancements to its redress authority.

Id. at 33-34. The OECD Background Reportidentifies the
following countries with this type of redress authority: Australia,
Denmark, Finland, Mexico, Portugal, and Sweden. (Sweden is discussed
in more detail below.) The authority to initiate collective action lawsuits
has also been proposed for the future government consumer protection
agency in the Netherlands. Franceis currently considering whether to
adopt a class action law that would provide monetary redress for
consumer disputes. France currently permits very limited actions by
consumer associations or the public prosecutor. See Denis Waelbroeck,
Donad Slater & Gil Even-Shoshan (Ashurst), A Sudy on the Conditions
of Claims for Damages in Case of Infringement of EC Competition Rules:
Comparative Report [hereinafter, Ashurst Report], at 45 (Aug. 31, 2004),
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available at http://europa.eu.int/comm/competition/antitrust/others/
private_enforcement/comparative_report_clean_en.pdf. Seealso
accompanying National Report (France), available at http://europa.eu.int/
comm/competition/antitrust/others/private_enforcement/

Pzati onal_reports/france_en.pdf.

Id. at 34.

Organisation for Economic Co-operation and Devel opment,
Guidelines for Protecting Consumers from Fraudulent and Deceptive
Commercial Practices Across Borders, a VI (2003), available at http://
\llxww.oecd.orq/data)ecd/24/33/2956464.pdf.

Id. To thisend, the OECD held aworkshop on Consumer Dispute
Resol ution and Redress In the Global Marketplace on April 19 and 20,
2005 at the FTC's headquarters in Washington, D.C. The agendafrom
the workshop, panelist bios, and presentations are available on the
website of the OECD Committee on Consumer Policy. See
www.oecd.org/sti/consumer-policy.

i Organisation for Economic Co-operation and Devel opment,
Guidelines for Consumer Protection in the Context of Electronic
Commerce (1999), available at http://www.oecd.org/dataoecd/18/13/
34023235.pdf .

International Consumer Protection and Enforcement Network,
Findings on Cross-Border Remedies (2000), available at http://
www.icpen.ora/imsn/cross%20border%20findings.htm. ICPEN was
formerly the International Marketing Supervisors Network (IMSN).

An Act to amend the Competition Act and to make consequential
amendments to other Acts, Bill C-19, 1% Sess., 38" Parliament, 53
Elizabeth I (Can. 2004), available at http://www.parl.gc.ca/38/1/parlbus/
chambug/house/bills/government/C-19/C-19_1/C-19_cover-E.html. The
Canadian Competition Bureau has powers of restitution under various
criminal statutes for victims of deceptive mail and telemarketing and
pyramid schemes, although their experience using this power is limited.
The Canadian Competition Bureau has successfully obtained voluntary
restitution in civil cases through consent agreements. Upon registration
\l/\glith the court, consent agreements have the same effect as a court order.

See Speaking notes for Sheridan Scott, Commissioner of
Competition, Competition Bureau, to the Standing Committee on
Industry, Natural Resources, Science and Technology (Can. Nov. 18,
2004), available at http://competition.ic.gc.calepic/internet/inch-be.nsf/en/
g02993e. html.

Bill C-19, supra note 16, Cl. 5(3) (amending * 74.1 with anew
74. 1(1.1)).

Id. at 4(6)(amending * 74.11 with a new section 74.111).

Id. at 4(3) (amending ‘74.1 with a new section 74.1(1.2)).

Department of Trade & Industry, Extending Competitive Markets:
Empowered Consumers, Successful Business (Consultation) (U.K. July
2004), available at http://www.dti.gov.uk/ccp/consul tpdf/
gconsumerstrat.pdf

Id.at 7.32.

Id.at 7.33.

Fact Sheet, Ministry of Justice, Sweden, Group Proceedings (Dec.
2002), available at http://www.regeringen.se/content/1/c4/34/47/
6cd3ccdf.pdf. The Swedish group action uses an “opt-in” mechanism for
class members.

26

See www.0as.0rg.

Law No. 19.955, Art. 51 (Chile 2004) (on file with author).

The Chilean law is similar to the collective action procedure that has
been part of Brazil’s Consumer Code since 1990. Brazil’slaw givesa
variety of government actors, including the office of the Attorney

24

27
28
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General, sand private consumer associations the power to bring collective
actions. Asin Chile, once the defendant’ s liability is established in the
collective proceeding, each individua class member must prove causation
and the amount or extent of the individual damages suffered. See
generally Antonio Gidi, Class Actionsin Brazil, a Model for Civil Law
2Countrias, 51 Am. J. Comp. Law 311 (Spring 2003).

The European Commission maintains aweb page on private
enforcement. See http://europa.eu.int/comm/competition/antitrust/others/
private enforcement/index_en.htmi#green. It has commissioned an
extensive study on the status of claims for damages, both for breaches of
competition law and for other types of law violations, including unfair
trading laws and consumer protection rules. The report contains a
summary of al private enforcement mechanismsin member states. See
éshurst Report, supra note 11.

Neelie Kroes, Taking Competition Seriously B Anti-Trust Reformin
Europe, Speech at the International Bar Association / European
Commission Conference (Mar. 10, 2005) (emphasis added), available at
http://europa.eu.int/rapid/pressRel easesAction.do?reference=SPEECH/
g)15/157&f0rmat:HTM L& aged=0& language=EN& guiL anguage=en.
OECD Background Report, supra note 10, at 35.

S. 1234, 108" Cong. (2003). The House adjourned before the bill
could be considered on the floor. The bill reported out by the House
Judiciary Committee on September 30, 2004 was H.R. 3143, 108" Cong.
(2003)
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Easing The Burden: Recovery of Damage Control Costs After
Balance Dynamics Corporation v. Schmitt | ndustries,
I ncor porated

by D. Jeffrey Ireland and Brian D. Wright

Mr. Ireland is a partner in the law firm of Faruki Ireland & Cox P.L.L. in
Dayton, Ohio. Mr. Wrightisan associateinthat firm. Both have considerable
experiencein the litigation of unfair competitive activity, including Lanham
Act cases.

1 Thisarticleislimited to a discussion of the recovery of damage
control costs and similar type damages under the Lanham Act. It does
not address additional remedies that may be available under other
analogous state statutes such as the Uniform Deceptive Trade Practices
Act, which has been adopted by several jurisdictions, and common law
causes of action.

2 PPX Enters., Inc. v. Audiofidelity Enters., Inc., 818 F.2d 266, 272-
73 (2d Cir. 1987); U-Haul Int’l, Inc. v. Jartran, Inc., 793 F.2d 1034, 1041
(9th Cir. 1986).

8 15U.SC. 81125(a)(1) The Lanham Act states. “Any person who,
on or in connection with any goods or services, . . . usesin commerce any
word, term, name, symbol, or device. . . or any false designation of
origin, false or mideading description of fact, or false or mideading
representation of fact which . .. (A) islikely to cause confusion, or to
cause mistake, or to deceive as to the affiliation, connection, or
association of such person with another person, or asto the origin,
sponsorship, or approval of hisor her foods, services, or commercial
activities by another person, or . . . (B) in commercial advertising or
promotion, misrepresents the nature, characteristics, qualities, or
geographic origin of his or her or another person’s goods, services, or
commercial activities, shall be liablein acivil action by any person who
believesthat he or sheisor islikely to be damaged by such act.”
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4 Am. Council of Certified Podiatric Physicians & Surgeonsv. Am.
Bd. of Podiatric Surgery, 185 F.3d 606, 613 (6th Cir. 1999) (citing U.S.
Healthcare, Inc. v. Blue Cross of Greater Philadelphia, 898 F.2d 914,
922-23 (3d Cir. 1990) and AL PO Petfoods, Inc. v. Ralston Purina Co.,
913 F.2d 958, 964 (D.C. Cir. 1990)).

5 Ild at618.

6 1d.

7 Disgorgement includes the profits and sales that a defendant gained
from false and midleading advertising. Actua damages equal the harm a
plaintiff suffered as the result of a defendant’s actions. Damage control
costs are the costs associated with responding to defendant’s false
statements. Finally, attorneys’ fees are the costs of litigation, including
counsel fees.

8 Am. Council of Certified Podiatric Physicians & Surgeons, 185 F.3d
at 618.

9 Id. at 614 (“aviolation can only be established by proof of actual
deception (i.e., evidence that individual consumers perceived the
advertisement in away that misled them about the plaintiff’s product”)).
10 Novartis Consumer Health, Inc. v. Johnson & Johnson-Merck
Consumer Pharms. Co., 290 F.3d 578, 595 (3d Cir. 2002).

1 Am. Council of Certified Podiatric Physicians & Surgeons, 185 F.3d
at 618. Where afalse or mideading representation ismadein a
comparison of acompetitor’s product, irreparable harm is presumed.
McNeilab, Inc. v. Am. Home Prods. Corp., 848 F.2d 34, 38 (2d Cir.
1988) (“ This case, by contrast, presents a false comparative advertising
clam.... A misleading comparison to a specific competing product
necessarily diminishes that product’s value in the minds of the consumer
.... Conseguently, the district court did not err in presuming harm from
afinding of false or mideading advertising.”). However, if the advertising
is non-comparative and does not make any reference to a competitor’'s
product, irreparable harm is not presumed. Novartis Consumer Health,
Inc. v. Johnson & Johnson-Merck Consumer Pharms. Co., 129 F. Supp.
2d 351 (D.N.J. 2000), aff’d, 290 F.3d 578 (3d Cir. 2002).

2 Am. Council of Certified Podiatric Physicians & Surgeons, 185 F.3d
at 618.

B 1d

14 Balance Dynamics Corp., 204 F.3d at 692 (citing PPX Enters., 818
F.2d at 271-72; U-Haul Int’l, 793 F.2d at 1041 (“[M]arketplace damages
and actual confusion are notoriously difficult and expensive to prove.”)
5 1d

16 1d. (“[E]ven where marketplace damages or actual confusion are
provable in theory, such proof often requires that a plaintiff solicit its
own customers for affidavits, which puts the customers at risk of being
subpoenaed by the defendant.”)

7 Id. (“[P]laintiffs may hesitate to put marketplace damages at issue
because that would entitle a defendant to discover information about
plaintiff’s business.”)
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20 1d. at 692.

21|,

2 |d. at 691.
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% 1d. (“Thisrulerecognizesthat it is unreasonabl e to expect a
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businessperson faced with a Lanham Act violation to sit idly by until a
customer manifests actual confusion.”)

R [}

27 |d. at 691-92
2 |d. at 692
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Obesity and the Car bohydrate Connection - The NAD’s Approach
toLow Carb Claims

by AnnieUgurlayan
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Council of Better Business Bureaus, Inc.
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